SonicWALL Comprehensive
Internet Security Solutions

Protect Your Network from Attacks. Internet hackers steal and corrupt sensitive information and
deny legitimate users access to essential services. SonicWALL Internet security appliances provide hard-
ened firewall protection with an ICSA-certified, stateful packet inspection firewall to protect your data.

Secure Access to Your Network Resources. Organizations using the Internet to share confiden-
tial information with remote offices, telecommuters, mobile users, and partners require secure con-
nections through virtual private networks (VPNs). SonicWALL's IPSec VPN and ASIC-based acceleration
technology delivers fast, secure access to corporate resources. With SonicWALL Authentication Service,
organizations can add strong user authentication using public key infrastructure (PKI) and digital cer-
tificates in an easy-to-deploy service.

Keep Your Network Virus Free. Virus attacks are one of the greatest Internet security threats
today. Most organizations have some virus protection in place but remain vulnerable because of the
limited time-to-protection and policy enforcement capabilities. SonicWALL Network Anti-Virus delivers
industry-leading, proactive virus protection with advanced heuristics, automatic alerts, and zero admin-
istration to provide the most reliable, cost-effective anti-virus solution on the market today.

Control Your Internet Access. Content filtering allows organizations to manage Internet usage poli-
cies to improve productivity and restrict inappropriate online content. SonicWALL Internet security
appliance's content filtering features combined with the SonicWALL Content Filter subscription service
allow organizations to maintain Internet access policies tailored to their specific needs.

Get a Hacker’s View of Your Network. Public Web, E-mail, and FTP servers, server operating
systems, application software, and network devices (routers and gateways) make inviting targets for
hackers. These security "holes" give hackers opportunities to strike, and if they succeed, their break-
ins result in serious losses. SonicWALL Vulnerability Scanning Service is an automated service that pro-
vides a "hacker’s view" of an organization’s network perimeter to find security weaknesses and pro-
vide expert guidance to fix them.

Globally Manage Your Security Perimeter. As distributed networks grow, so does the complexi-
ty of managing security policies and services. SonicWALL Global Management System enables distrib-
uted enterprises and service providers to manage thousands of SonicWALL Internet security appliances
and security services from a central location to reduce staffing requirements, speed up deployment,
and lower security management costs.

Protect Your Web Transactions. Web sites delivering e-commerce services or confidential infor-
mation use SSL (Secure Sockets Layer) to secure transactions over the Internet. Processing SSL-based
transactions puts a heavy load on Web server resources, resulting in lost customers, lost sales, and
higher costs. SonicWALL SSL Accelerators eliminate the bottlenecks of SSL transactions at a fraction of
the cost of adding HTTPS servers to maintain rapid response time for secure content.

Maximize Your Security Investment. Security products and services help protect your organiza-
tion from cyber-crime but security expertise and support are essential to ensure maximum protection.
SonicWALL's Professional Services, Support Services, and Training provide the resources to help you
protect your network security investment.
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SonicWALL’s Internet security solutions
rovide access security, value-added
security services, and transaction security.
Core technologies include firewall, VPN,
SSL, network anti-virus, PKI and digital
certificate authentication, vulnerability
assessment, content filtering, and security
management. Together, these products and
services orchestrate a powerful defense
against network attacks.
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SonicWALL Internet Security Appliances

SonicWALL GX 2500 and GX 6500

* High-bandwidth firewall and VPN performance for

SonicWALL PRO

large enterprise installations and data centers
ICSA-certified, stateful packet firewall and IPSec
VPN solution

Includes SonicWALL High Availability, GMS, and
ViewPoint

300

Powerful architecture for superior firewall and

3DES VPN performance
’ * Flexible management options for easy fit into
existing network infrastructure

SonicWALL PRO

SonicWALL PRO

ICSA-certified, stateful packet firewall for
enterprise-class protection

200

Powerful architecture for superior firewall and
3DES VPN performance

Flexible management options for easy fit into
existing network infrastructure

ICSA-certified, stateful packet firewall for
enterprise-class protection

100

CyberSentry Security Processor for superior
performance

Unlimited ICSA-certified firewall node support for
low cost-per-user protection

DMZ-equipped security port for protecting public servers

SonicWALL SOHO3

= CyberSentry Security Processor for fast firewall &
3DES VPN performance

* Intuitive management interface reduces the time
and cost of installation and management

» |CSA-certified stateful packet firewall for
enterprise-class protection

SonicWALL TELE3

=

o CyberSentry Security Processor for fast firewall &
3DES VPN performance

« Easy management interface reduces deployment
time and costs

e IPSec VPN delivers secure access through any
IPSec-compliant VPN gateway

The SonicWALL family of Internet security appliances are robust
security platforms. Built on SonicWALL's ASIC-based acceleration
technology, these products deliver fast, reliable performance.
SonicWALL Internet security appliances allow you to seamlessly
integrate all the security functions your organization needs into
one easily managed solution for complete security with an ICSA-

certified, stateful packet inspection firewall, IPSec VPN, IP
address management, and support for SonicWALL value-added

security services.

The SonicWALL GX 2500 and GX 6500 Internet security appliances deliver
mission-critical, high-bandwidth firewall and VPN solutions for large enterprise
installations and data centers. The 3U rack-mount GX 2500 and GX 6500
provide hardened firewall protection with an ICSA-certified, stateful inspection
firewall and integrated IPSec VPN connectivity. Built on SonicWALL's ASIC-
hased security architecture, the GX 2500 can support up to 5,000 VPN tunnels
and the GX 6500 can support up to 10,000 VPN tunnels.

The SonicWALL PRO 300 Internet Security Appliance delivers high firewall
and 3DES VPN performance, mission-critical network security and secure
connectivity for medium-size businesses and branch offices. Built on
SonicWALL's CyberSentry Security Processor, the PRO 300 delivers break-
through performance with hardware-acceleration for superior VPN and
security throughput. The PRO 300 includes SonicWALL High Availability for
mission-critical security and a DMZ port for public servers.

The SonicWALL PRO 200 Internet security appliance delivers high firewall and
VPN performance and unlimited node security for medium-size businesses
and branch offices. The 1U rack-mount PRO 200 delivers hardened firewall
protection with an ICSA-certified, stateful inspection firewall with integrated
ICSA-certified IPSec VPN connectivity. Built on SonicWALL's CyberSentry
Security Processor, the PRO 200 provides the fastest performance in its class
and supports up to 500 VPN tunnels.

The SonicWALL PRO 100 provides the best value for small businesses and
institutions. It supports unlimited network nodes for low cost-per-user
protection including an integrated DMZ to support public servers. The PRO
100's optional IPSec VPN upgrade future-proofs network infrastructure
investments by adapting to changing security requirements.

The SonicWALL SOHO3 Internet Security Appliance is a flexible firewall
security solution for small businesses or branch offices. The SOHO3 offers
a variety of configuration and service options, including a choice of 10 or
50 node configurations, IPSec VPN, and support for comprehensive portfo-
lio of SonicWALL security services.

The TELE3 Internet Security Appliance is an easy-to-deploy, enterprise-class
firewall and VPN connectivity solution for telecommuters and day-exten-
ders that require fast and secure access to their organization's network
resources. With its intuitive Web management interface and administration
wizards, the TELE3 reduces the time and cost of installing and managing
secure connectivity access.

Internet Security | Maximum Internet | SonicWALL Maximum VPN
Appliance Model | Security Users IPSec VPN Tunnels
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SonicWALLTELE3 5 Included

SonicWALL SOHO3 10 or 50 Optional Upgrade 10

SonicWALL PRO 100 Unlimited Optional Upgrade 50

SonicWALL PRO 200  Unlimited Included 500

SonicWALL PRO 300  Unlimited Included

SonicWALL GX 2500 Unlimited Included

SonicWALL GX 6500 Unlimited Included

GX 2500 Part Numbers
01-55C-2870 10/100Base-T US/Canada
01-55C-2871 10/100Base-T Int'l

GX 6500 Part Numbers
01-5SC-2880 1000Base-SX US/Canada
01-55C-2881 1000Base-SX Int'l

Part Numbers
01-85C-2980 US/Canada
01-55C-2981 International

Part Numbers
01-55C-2970 US/Canada
01-SSC-2971 International

Part Numbers
01-SSC-2960 US/Canada
01-SSC-2961 International

Part Numbers
10-User 01-SSC-2930 US/Canada
10-User 01-SSC-2931 International

50-User 01-S5C-2950 US/Canada
50-User 01-SSC-2951  International

Part Numbers
01-SSC-2910 Us/Canada
01-SSC-2911 International

* A single SonicWALL VPN tunnel
can support a LAN-to-LAN connec-
tion between two SonicWALL
Internet security appliances with
multiple users on each LAN or
multiple dial-up VPN clients using
SonicWALLS Group VPN Client feature.




SonicWALL Security Services SONICWALL

SonicWALL IPSec VPN

SonicWALL Global Management System

« Simplifies configuration and enforcement of
global security policies and services

« Unifies management of SonicWALL VPN services

« Scales to support large deployments

* |PSec VPN solution for interoperability

o Utilizes SonicWALL ASIC-based acceleration for fast
throughput

« Enterprise-class secure connectivity solution

SonicWALL Global Management System (GMS) is a scalable, cost-effective solution that SonicWALL's ICSA-certified IPSec VPN provides an easy-to-deploy, enterprise-class secure
extends SonicWALL's renowned ease of installation and administration to the man- connectivity solution for remote offices and users that require fast and secure access to
agement of security policies for small to large, geographically distributed networks. an organization's network resources. SonicWALL VPN is compatible with any manufacturer's
SonicWALL GMS enables small and medium organizations, distributed enterprises, and IPSec-compliant VPN gateway. SonicWALL VPN s included with the SonicWALL TELE3, PRO
service providers to manage up to thousands of SonicWALL Internet security appliances 200, PRO 300, GX 2500, and GX 6500 and available as an upgrade for the SonicWALL
and services from a central location to reduce staffing requirements, speed up SOHO3 and PRO 100. The SonicWALL VPN Client allows remote dialup users to securely
deployment, and lower costs. access private networks.

For more information please visit our Web site: www.sonicwall.com/sgms For more information please visit our Web site: www.sonicwall.com/vpn

SonicWALL ViewPoint

« Web-based network monitoring

« Provides graphical reports on firewall attacks,
bandwidth usage, Web site visits, and more

e Easily installs on Windows NT or 2000 computers

SonicWALL Content Filter List

= Blocks objectionable Web sites based on the widely
accepted CyberNOT List

e Customizable URL and keyword blocking

= Java, ActiveX and cookie blocking

SonicWALL ViewPoint compliments and extends SonicWALL's security solution by delivering
comprehensive, high-level reporting and real-time monitoring. ViewPoint generates reports
to create a thorough view of network and security activities with graphical summaries of user
behavior, security threats, network Internet use, and more. SonicWALL ViewPoint provides
everything you need to get up and running in one easy-to-install product to simplify net-
work management, control, monitoring and planning.

SonicWALL Content Filter List Subscription allows organizations to create and enforce
Internet access policies. The SonicWALL Content List, based on the widely accepted
CyberNOT List from Cyber Patrol, ensures proper enforcement of access restrictions.
Automatic updates of the Content Filter List keeps administrators current on the sites con-
taining inappropriate online material. Administrators can customize categories of
Internet sites to block or monitor sites.

For more information please visit our Web site: www.sonicwall.com/viewpoint

SonicWALL Network Anti-Virus

* Auto enforcement of anti-virus policy for always-on
virus protection

* Advanced heuristics and early warning alerts for
fast time to protection

* Zero administration to dramatically reduce support costs

For more information please visit our Web site: www.sonicwall.com/content-filter

SonicWALL Authentication Service
 Robust end-to-end VPN authentication
« Easy to deploy PKI and digital certificate solution ﬂ
« Simplifies VPN client management j g
- H

SonicWALL Network Anti-Virus delivers industry-leading, proactive virus protection with Establishing the identity of users on the Interet to allow VPN access to confidential resources
zero administration. Developed in partnership with McAfee, SonicWALL Network Anti- is a significant challenge for network administrators. Digital certificates are widely accepted
Virus dramatically reduces time-to-protection with advanced heuristics and automatic as the best solution for establishing user identities with ahsolute confidence. Implemented in
alerts to provide the most reliable anti-virus solution on the market today. It's the only collaboration with VeriSign, SonicWALL Authentication Service adds strong authentication to
zero administration solution that automatically manages all aspects of virus protection IPSec VPN, With this service, organizations can take advantage of the power of public key
including client auto-installation, virus definition updates, and network-wide policy infrastructure (PKI) and digital certificates without the complexity of existing solutions.

enforcement to significantly reduce support costs.

For more information please visit our Web site: www.sonicwall.com/anti-virus For more information please visit our Web site:

. - . . www.sonicwall.com/authentication-service
SonicWALL Vulnerability Scanning Service

o Detects server vulnerabilities, TCP/IP port openings
and more

< Allows prioritization of vulnerabilities

« Assures ongoing security with scheduled or on-demand
system checks

SonicWALL offers a complete line of security applications and
services, including network anti-virus, VPN, PKI and
digital certificate authentication, content filtering,
vulnerability assessment, and global security management.

SonicWALL Vulnerability Scanning Service examines a network perimeter for weaknesses

on an ongoing basis and provides administrators with in-cepth guidance on how to address These security services and applications seamlessly integrate
the risks and eliminate opportunities for hackers. Vulnerability scans can be scheduled on with the SonicWALL family of Internet security appliances
aregular basis or run on demand when policies are changed or new equipment is deployed. . . . .
SonicWALL Vulnerability Scanning Service is easy to configure and run using SonicWall’s to provide a comprehensive Internet security solution.

integrated, Web-based security portal at www.mysonicwall.com.

For more information please visit our Web site: www.sonicwall.com/vss
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SonicWALL Transaction Security Products

SonicWALL SSL-R6

 Rack-mount high performance SSL Accelerator for
large secure Web sites

Seamless integration with content switches for maximum
Web site efficiency

* Redundant power supplies for mission-critical processing

SonicWALL SSL-R3

* Rack-mount high performance SSL Accelerator for
large secure Web sites

* Seamless integration with content switches for maximum
Web site efficiency

* Redundant power supplies for mission-critical processing

SonicWALL SSL-R

* Rack-mount SSL Accelerator

«  Seamless integration with content switches for maximum
Web site efficiency

« Redundant power supplies for mission-critical processing

SonicWALL SSL-PCI

* Offloads all SSL processing from Web server to
maintain rapid response time for secure content

* Cost-effective SSL processing solution that free up
valuable Web server resources

* Plug-and-play PCI card for seamless integration into
any Web server

SonicWALL SSL-1A

o Affordable SSL processing solution that frees up
valuable Web server resources

o Offloads all SSL processing from Web server to
maintain rapid response time for secure content

o Easy-to-install appliance for smaller Web sites

The SonicWALL SSL-R6 is a 12-port, high performance, 1U rack-mount acceleration solution
that supports up to 1,200 new SSL transactions per second and 30,000 simultaneous SSL
connections. The SonicWALL SSL-R6 works seamlessly with Layer 7 content switches to
enable load balancing of SSL traffic across all ports, enhancing site performance and
content location flexibility. The SonicWALL SSL-R6 is the only product on the market that
supports both transparent and non-transparent proxy modes, and allows a single port to be
used for both ingress and egress traffic, with no performance degradation.

The SonicWALL SSL-R3 is a 6-part, high performance, 1U rack-mount acceleration solution that
supports up to 600 new SSL transactions per second and 15,000 sustained SSL connections.
The SonicWALL SSL-R3 works seamlessly with Layer 7 content switches to enable load balancing
of SSL traffic across all ports, enhancing site performance and content location flexibility. The
SonicWALL SSL-R3 is the only product on the market that supports both transparent and
non-transparent proxy modes, and allows a single port to be used for both ingress and
egress traffic, with no performance degradation.

The SonicWALL SSL-R is a 1U rack mount, 2-port SSL Accelerator that supports up to 200 new
SSL connections per second and up to 5,000 sustained SSL connections. The SonicWALL
SSL-R works seamlessly with Layer 7 content switches to enable load balancing of SSL traffic
across all ports, enhancing site performance and content location flexibility. The SonicWALL
SSL-R is the only product on the market that supports both transparent and non-transparent
proxy modes, and allows a single port to be used for both ingress and egress traffic, with no
performance degradation.

SonicWALL SSL-PCl is & plug-and-play SSL Accelerator server card that installs directly into
any secure server to offload all encryption, decryption and secure processes from the server,
freeing it to perform its essential Web site tasks. SonicWALL SSL-PCI supports up to 200
new SSL connections per second and up to 5,000 sustained SSL connections. Storing up to
256 keys and certificates, the SonicWALL SSL-PCI ensures complete Web server independence
and eliminates configuring SSL properties on the host application.

SonicWALL SSL-IA is an external SSL accelerator appliance that installs in front of any Web
server or cluster tasked with secure transaction processing. SonicWALL SSL-IA supports up
to 200 new SSL connections per second and up to 5,000 sustained SSL connections.
Storing up to 256 keys and certificates, the SonicWALL SSL-IA ensures complete Web
server independence and eliminates configuring SSL properties on the host application.

SonicWALL Support Programs

SonicWALL Professional Services. SonicWALL's highly experienced staff of technical consultants deliver a complete portfolio
of security consulting services—from SonicWALL solution implementation and deployment to comprehensive Internet security con-
sulting. SonicWALL consultants collaborate with your IT staff to implement solutions and bring unique expertise to complex problems.
Combined with their detailed knowledge of SonicWALL products and services, our consultants bring extensive industry experience,
tested methodologies, and the backing of SonicWALL's world-class engineering support to every engagement.

SonicWALL Support Services. SonicWALL's comprehensive support services protect your network security investment and offer
you the support you need—uwhen you need it. SonicWALL offers a full range of support programs including SonicWALL Warranty Support,
SonicWALL Support 8X5, and SonicWALL Support 24X7. SonicWALL support professionals are Certified Internet Security Administrators with
extensive networking and Internet security experience to ensure quick, accurate resolution of your problem.

SonicWALL Training. SonicWALL Training offers a comprehensive curriculum designed to help you maximize your Internet secu-
rity investment. From the introductory Certified SonicWALL Security Administrator course to the advanced Certified SonicWALL Global
Manager, SonicWALL Training can help your IT professionals build an impenetrable wall against Internet attacks.

For more information on SonicWALL support services, please visit our Web site: www.sonicwall.com
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Part Numbers
01-55C-5140 SonicWALL SSL-R6  US/Canada
01-55C-5142 SonicWALL SSL-R6  International
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Part Numbers
01-55C-5130 SonicWALL SSL-R3 US/Canada
01-55C-5132 SonicWALL SSL-R3  International
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SSL-R Part Numbers
01-SSC-5123 Us/Canada
01-SSC-5122 International

Part Numbers
01-SSC-5100 US/Canada
01-SSC-5102 International

&

Part Numbers
01-SSC-5110 Us/Canada
01-SSC-5112 International
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SonicWALL, Inc. 1160 Bordeaux Drive = Sunnyvale, CA 94089  Phone: (408) 745-9600 « Fax: (408) 745-9300 = info@sonicwall.com  www.sonicwall.com
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