
Dynamic Threat Protection and Internet FilteringCO N T EN T SECUR I T Y

In today’s business environment organizations rely increasingly on the Internet for access to 
information and resources. While instant access to information over the Internet is critical, it 
introduces incredible risk to networks and data. Every day, new threats such as viruses, worms, 
Trojans, phishing attacks and spyware programs cause serious financial damage to companies 
through data deletion, loss of productivity and bandwidth consumption. The opportunity 
to connect to Web sites that contain information and images that are objectionable or even 
illegal can leave organizations vulnerable to legal liabilities and unwanted security risks. 
Additionally, the use of instant messaging (IM) and peer-to-peer (P2P) applications compete 
for employees’ time and can result in tremendous losses in productivity.

The SonicWALL® Content Security Manager 2100 Content Filter (CSM 2100 CF) is an appliance-
based Internet filtering solution that integrates real-time gateway anti-virus, anti-spyware 
and Internet filtering to deliver maximum network protection from today’s sophisticated 
Internet threats. Combining dynamic threat management capabilities with precise control 
over Internet usage in an affordable, appliance-based solution, the CSM 2100 CF boosts 
network security and employee productivity, optimizes network utilization and mitigates legal 
liabilities. This unique solution integrates seamlessly into virtually any network topology for 
powerful, scalable and cost-effective threat protection.

Utilizing the high-performance SonicWALL deep packet inspection architecture, the  
CSM 2100 CF eliminates malicious Internet threats before they can infect the network. At the 
same time, the CSM 2100 CF provides granular controls that enable network administrators 
to manage access to Web sites containing inappropriate, unproductive and potentially 
illegal Web content. To complete the solution, the CSM 2100 CF includes advanced graphical 
reporting and analysis tools, offering administrators granular insight into network usage.  

SonicWALL Content Security Manager 2100 CF

Features and Benefits

Real-time gateway anti-virus and anti-spyware 
scanning over a multitude of widely-used protocols and 
ports delivers complete protection by eliminating viruses, 
worms, Trojans, spyware and other Internet threats at the 
gateway before they can infect the network.

Powerful Internet filtering provides granular, policy-
based controls to manage access to inappropriate, 
unproductive and potentially illegal Web content.

Instant messaging (IM), peer-to-peer (P2P)  
and multimedia controls improve network 
performance, block security threats and protect against 
legal liabilities.

Seamless integration behind virtually any  
firewall enables organizations to leverage the existing 
network infrastructure without the need to purchase 
additional hardware.

Granular policy control via single sign-on streamlines 
user authentication and the management of access to 
network resources and online content.

High availability ensures the network is always 
protected and productivity remains uninterrupted by 
automatically failing over to a secondary CSM 2100 CF 
should the primary unit fail.

Powerful Web-based reporting provides greater 
insight into network usage through custom reports that 
can be viewed in multiple formats.

■ Real-time gateway  
 anti-virus and  
 anti-spyware scanning

■ Powerful Internet  
 filtering

■ Instant messaging (IM), 
 peer-to-peer (P2P) and 
 multimedia controls

■ Seamless integration 
  behind virtually any  
 firewall

■ Granular policy control  
 via single sign-on

■ High availability

■ Powerful Web-based 
 reporting
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SonicWALL Content Security Manager 2100 Content Filter

Architecture

For more information on the SonicWALL suite of value-added security services including Gateway Anti-Virus,  
Anti-Spyware and Intrusion Prevention Service and Content Filtering Service, please visit our Web site at  
http://www.sonicwall.com/products/vpnsoft.html.

Virus Scanning Capabilities ■ SMTP, POP3, IMAP, HTTP, FTP, NetBIOS
 ■  Instant messaging and peer-to-peer file transfers; multimedia applications
 ■  Dozens of stream-based protocols

Threat Protection ■  Protection against viruses, worms, Trojans, software vulnerabilities such as  
     buffer overflows, as well as peer-to-peer and instant messenger applications,  
  backdoor exploits and other malicious code

Scalability ■  Able to scan thousands of concurrent downloads of any file size

Signature Database ■  Dynamically-updated database containing thousands of attack, vulnerability  
    and high threat virus signatures

URL Database ■  Comprehensive, continuously updated ratings database featuring millions 
  of Web sites and domains

Logging and Reporting ■  Real-time logging and alerting
 ■  Granular reports through SonicWALL ViewPoint™ and Global Management System

Supported Compression  ■  ZIP, Deflate and GZIP 
Formats

Feature List

The Content Security Manager 2100 CF includes advanced 
reporting and analysis tools that provides greater insight into  
network usage through custom Web-based graphical reports.

Create real-time and historical reports based on: 
■  Category 
■  Users 
■  Destination 
■  Return on Investment (ROI) 
■  Productivity

SonicWALL Content Security  
Manager 2100 CF 

Content Security Manager 2100 CF 
(includes 1YR of 25-user Update Service) 
US/Canada 
01-SSC-6000

Content Security Manager 2100 CF 
(includes 1YR of 25-user Update Service) 
International 
01-SSC-6001

Content Security Manager 2100 CF 
Update Service (25 Users) 
01-SSC-6006

Content Security Manager 2100 CF 
Update Service (50 Users)  
01-SSC-6007

Content Security Manager 2100 CF 
Update Service (100 Users)  
01-SSC-6008

Content Security Manager 2100 CF  
Update Service (250 Users)  
01-SSC- 6009

Content Security Manager 2100 CF  
Update Service (500 Users) 
01-SSC- 6010

Content Security Manager 2100 CF  
Update Service (1,000 Users) 
01-SSC- 6011


