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Product Warranty

WARRANTY: Network Engines, Inc. (NEI) warrants its Products for a period of one
(1) year from the date of shipment to be free from defects in material and
workmanship, provided that the Products are installed, operated, and maintained in
accordance with NEI specifications. Product purchased under this Agreement will be
newly manufactured by NEI from new parts and serviceable used parts, which are
equivalent to new in performance. During the warranty period, NEI will, at its option,
repair or replace any Product it deems to be defective. Warranty service is return-to-
factory and a Return Material Authorization (RMA) number must be obtained from
NEI Customer Support before any Product may be returned. Standard warranty repair
turn-around time is approximately ten (10) business days after receipt of the defective
Product, FOB Canton, MA 02021. Repaired or replaced Products will be warranted
for the remainder of the standard warranty period.

EXCLUSIONS, DISCLAIMERS AND LIMITS ON WARRANTY:

a.  No representation or other affirmation of fact, oral or written, including but
not limited to statements regarding capacity, suitability for use or
performance of Products, whether made by NEI employees or otherwise,
shall be deemed to be awarranty by NEI or its licensors for any purpose, or
giveriseto any liability of NEI or its licensors whatsoever, unless contained
in this Agreement. The express warranty stated in the section above entitled
“Warranty” is the only warranty given. THERE ARE NO OTHER
WARRANTIES, EXPRESS OR IMPLIED, BY OPERATION OF LAW OR
OTHERWISE, FOR PRODUCTS OR SERVICES FURNISHED IN
CONNECTION WITH THISAGREEMENT. NEI AND ITSLICENSORS
DISCLAIM ALL IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESSFOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT.

b. Should NEI be unable to correct a defect covered under the section entitled
“Warranty” after the expenditure of reasonable efforts and time, “reasonabl e’
to be defined by the nature of the defect when encountered, Buyer shall be
entitled to return the Product and receive arefund at the net purchase price
paid for the returned Product, and such refund shall constitute NEI's and its
licensors' maximum aggregate liability for breach of warranty.

LIMITATION OF REMEDY AND LIABILITY: IN NO EVENT SHALL NEI OR
ITSLICENSORS BE LIABLE FOR ANY INCIDENTAL, INDIRECT, SPECIAL
OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING BUT NOT
LIMITED TO LOST PROFITS AND DAMAGES RESULTING FROM LOSS OF
USE OR LOST DATA EVEN IF NEI OR ITSLICENSORS HAVE BEEN
ADVISED, KNEW OR SHOULD HAVE KNOWN OF THE POSSIBILITY
THEREOF, OR FOR ANY CLAIM BY ANY THIRD PARTY EXCEPT TO THE
EXTENT PROVIDED IN THE SECTION ENTITLED “INDEMNITY.” Any action
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against NEI must be commenced within one (1) year after the cause of action
accrues.

NEI shall not be liable for any errors of fact or omissions of fact contained herein, or
for incidental, indirect, special, or consequential damages in connection with the
furnishing, performance, or use of this and related documentation.
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Preface

Audience

This guide describes the install ation, configuration, and operation of the
WebEngine Viper™ LX and WebEngine Roadster™ L X server
appliances. Other than the hardware differences between the two
appliances, most of the information describing these appliancesis
similar; differences are noted when they apply.

This guide is written for the system administrator who installs and
maintains Viper LX or Roadster L X as a stand-alone appliance or as part
of acluster. This guide describes how you create virtual hosts, grant disk
resources, and provide web-related servicesfor virtual site administrators
and their site users.

Scope
This guide contains the following:

Chapter 1, Overview, describes hardware and software for Viper LX and
Roadster LX.

Chapter 2, Installation, describes how to install an LX appliancein a
Telco or standard 19-inch rack.

Chapter 3, Cabling, describes how to cable an LX appliance as a stand-
alone device or as part of acluster.

Chapter 4, Configuring Viper LX, describes how to configure an LX
appliance using the LCD panel and the WebEngine LX QUICK START
screen.

Chapter 5, Operation, describes how to operate an LX appliance
including tasks such as resetting and shutting down.
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Chapter 6, LX Appliance Removal and Replacement, describes how to
remove an LX appliance from a cluster and then add a new applianceto
the cluster.

Chapter 7, LX Management Console, describes the LX Management
Console. It describes how to perform tasks such aslogging in, viewing or
modifying the current configuration, registering the product, and starting
aTelnet session.

Chapter 8, Virtual Hosts, provides an overview of virtual hosts and
describes configuration procedures. It aso describes how to delete an
existing virtual host.

Chapter 9, Virtual Server Creation, describes how you can create
individual virtual serversthat virtual hosts automatically create.

Chapter 10, Access Rights and Resource Limits, lists the three types of
users and describes their access rights. It also describes how to configure
and modify accessrightsfor LX user accounts, and how to limit disk and
other system resources for Linux user accounts.

Chapter 11, System Parameters, describes how to configure system
parameters, such as bootup and shutdown initialization scripts, MIME
types, system resources, network interfaces, and system time.

Chapter 12, Logs and Reports, describes how to monitor disk usage and
display logs and reports generated by web and FTP activity aswell as
system information and status.

Chapter 13, Help, describes how to obtain help when using the LX
Management Console.

Appendix A, Specifications, lists specifications for Viper LX and
Roadster LX.

Appendix B, Troubleshooting, provides troubleshooting tips.

Appendix C, Servers, describes the supported servers —Apache
Webserver, ProFTPD, BIND8 DNS, DHCP, Sendmail, and Majordomo,
and lists tasks you can perform using the LX Management Console.
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Conventions Used in this Manual
NEI uses these conventions for notes, cautions, warnings, and danger

notices.

A note presents information that isimportant, but not hazard-related.

/\ CAUTION

A caution containsinformation essential to avoid damage to the
system or equipment. The caution may apply to hardware or

software.

A WARNING

A warning contains information essential to avoid a hazard that
can cause severe personal injury, death, or substantial property
damage if you ignore the warning.

A DANGER

A danger notice contains information essential to avoid a hazard
that will cause severe personal injury, death, or substantial property
damage if you ignore the warning.

NEI uses the following type style conventions in this guide.

Convention

Example

Angle brackets separate single keys that Press <Ctrl>

you press from surrounding text.

Boldface indicates interface selections that | Click OK.

you choose or click.

Courier indicates code lines and screen On I Pport-1 =S

displays.

Bol df ace Couri er identifies numbers | Typereset (di 0) AC OK-2

and characters that you type.

Italics emphasize file names and variable See the multitsk.cfg file

information.
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Where to Get Help
For salesinformation, please call 781 332-1000 or fax (781) 770-2000.
For Technical Support, please call (781) 332-1900.

You can aso contact us by using the following e-mail and Internet
addresses:

e-mail Support:  support@networkengines.com
Information: Info@networkengines.com

Web Information:  http://www.networkengines.com
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Overview

This chapter describes the WebEngine Viper LX and WebEngine
Roadster LX server appliances. In addition to listing the appliance
features, it describes the front and rear panels of each device.

Viper LX and Roadster LX are Linux-based, enterprise-class web server
appliances that operate as stand-alone devices or as part of a cluster. You
can connect the appliance to a network using a hub or a switch and
manage it using AdminEngine~. AdminEngine is a management server
appliance that manages a cluster of Viper LX and Roadster L X
appliances through the Cluster Maintenance Bus (CMBus).

Figure 1 shows Viper LX.

Figure 1. Viper LX

Overview 1



n Overview

Figure 2 shows Roadster LX.

Figure 2. Roadster LX

Viper LX and Roadster L X are easily manageabl e through the LX
Management Console, which provides extensive utilities for many
administrative tasks.

You can configure the LX appliance through the LCD panel and the
WebEngine LX QUICK START screen using aweb browser. You use the
LCD pand for initial configuration. You may also want to use the
WebEngine QUICK START screen to configure other parameters such as
hostname, domain, and date and time settings.

Hardware

The LX applianceisasingle 1 U (1.75 inch) rack-mounted chassis.
Table 1 describes the hardware and shows the differences and simil arities
in hardware for Viper LX and Roadster L X.

Table 1. Viper LX and Roadster LX Hardware

Viper LX Roadster LX
Processor Single or dual Intel® Single Intel Celeron
Pentium® 11 processor
processors
DRAM 64 MBandupto2 GB | Upto 512 MB DRAM
DRAM

2 Viper LX and Roadster LX User Guide
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Table 1. Viper LX and Roadster LX Hardware (continued)

Viper LX Roadster LX
Other Hardware Features
Dual 10/100 Mbps Ethernet | +/ v
interfaces
Two serial ports v v
LCD panel for easy v v
configuration
Stand-alone or clustered v v
configurations
Remote management v v
capabilities
One or two Integrated v v
Device Electronics (IDE) or
Small Computer System
Interface (SCSI) disk drives
System Maintenance Bus v v
(SMB) for out-of-band
management
Cluster Maintenance Bus v v
(CMBus) external
connection for easy
integration with a Network
Engines cluster
Optional CD-ROM drive v N/A
Optional floppy disk drive v N/A

Software

These are software features for the LX appliance:

» Linux operating system
» Apache® version 1.3.9, HTTP 1.1-compliant
* Web Engine Services (WES) software and SMB driver

Software 3
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Web Server
LX Management Console

Management Software
These are management software features for the LX appliance:

Browser-based utility for configuration and management
Virtual host creation and management

Multiple user-access levels based on virtua hosts
Virtual host-based reporting

I ntegration with SNM P-based management platforms
Site content creation and editing in any standard tool
Telnet access

ProFTPD

Microsoft® Front Page® Server Extensions (must be explicitly
enabled at startup)

Network Time Protocol (NTP) client support
Domain Name Server (Berkeley Internet Name Domain (BIND 8)

Simple Mail Transfer Protocol (SMTP), Internet Mail Access
Protocol 4 (IMAP4), and Post Office Protocol 3 (POP3) mail
protocol support

Proxy Authentication Module (PAM)/shadow passwords

Front and Rear Panels
The following sections describe LEDs, navigation buttons, and the LCD
panel on the front panel and the external connectors on the back panel.
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v Front Control Panel
Figure 3 shows the front control panel for Viper LX. LEDs are described
in Table 2.

Indicator LEDs
§ HDD Watch Dog 1
Temperature §

Navigation Toggle-Back
Buttons Left-Select

Figure 3. Front Control Panel for Viper LX

Figure 4 shows the front control panel for Roadster LX.

Indicator LEDs
# HDD Watch Dog "
Temperature i

Toggle-Forward

Navigation Toggle-Back
Buttons Left-Select

Figure 4. Front Control Panel for Roadster LX
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Table 2 describes the front panel LEDsfor LX appliances.

Table 2. LEDs
LED Name Description
LAN1 Amber - Indicates Ethernet activity on LAN1, created
fh when you configure the ethl port. Refer to
Chapter 4, Configuring Viper LX.
LAN2 Amber - Indicates Ethernet activity on LAN2, created
fﬂ when you configure the ethO port. Refer to
Chapter 4, Configuring Viper LX.
_ HDD Amber - Indicates activity on hard drive(s).
u
WatchDog Amber - Flashes when the operating system is run-
il ning properly; is solid when the operating system is
not running properly. You may have to restart the ap-
pliance if the LED remains solid amber. If the condi-
tion persists, call Technical Support.
Temperature | Red - Indicates an over-temperature (alarm) condi-
| tion. Call Technical Support. You may be asked to
use the LCD panel to obtain the Alert ID number.
Power Green - Indicates that the power is on. When you

press the Right-Select button on the LCD panel, the
appliance powers up.

6
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Table 3 describes the front panel buttons for LX appliances.

Table 3. Front Panel Buttons

When you press

this button... It...

Toggle-Back Moves backwards through the menu items on the front
panel.

Left-Select Selects the lower left field on the panel.

Toggle-Forward Moves forward through the menu items on the front panel.

Reset Performs a standard PC reset, causing the system to re-
boot.
Right-Select Selects the lower right field on the panel.
v LCD Panel

Table 4 describes configuration and operational tasks you perform using
the LCD panel. You do not need a keyboard, monitor, and mouse. Using
the LCD panel, you can configure the appliance before installing it in the
network and then perform operational tasks once it isinstalled. The only
difference in configuration and operational procedures between Viper
LX and Roadster LX isthe Auto Focus feature. Only Viper LX usesthis
feature.

For additional information on performing these procedures, refer to
Chapter 4, Configuring Viper LX and Chapter 5, Operation.

Front and Rear Panels 7
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If the LCD panel displays error messages, contact Technical Support.

Table 4. Configuration and Operational Tasks

Use this menu
item...

To...

Power On/Off Power the appliance on and off. This mode performs a
hard (immediate) power-off; it is not an orderly shut-
down.

NIC Setup Configure network ports:

e Select DHCP to assign an IP address, subnet
mask, and default gateway

or

e Configure a static IP address and subnet mask
for each network port.

Default Gateway

Set the default gateway address.

You do not need to configure a default gateway if you
select DHCP for IP addressing; DHCP automatically
configures it.

Auto Focus

Turn on the appliance and gives it focus once it is pow-
ered on. A Viper appliance has focus when the video
monitor, mouse, and keyboard connections are en-
abled through its CMBus.

This menu item applies only to Viper LX; it does not ap-
ply to Roadster LX.

Default Power

Set the start-up mode:

e If setto On (hard start), when the appliance is
powered on using the switch on the rear panel
(AC power), the operating system boots.

« If set to Off (soft start), when the appliance is
powered on using the switch on the rear panel,
it enters idle mode (LCD panel displays On).
Press the Right-Select button to turn on the
appliance and boot the operating system
(default mode).

Clean Shutdown

Shut down all processes and the operating system in
an orderly fashion.

8
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Table 4. Configuration and Operational Tasks (continued)

Use this menu
item...

To...

Clean Reboot

Shut down all processes and the operating system,
and then reboot the appliance.

Boot Redirect

Perform a one-time network boot. The appliance boots
from a Preboot Execution Environment (PXE) server
the next time it boots. You can use this feature to install
a new operating system image or fix a corrupted oper-
ating system.

Reset

Perform a hard reset. The LX appliance reboots the op-
erating system without shutting down the processes.

Show Unique ID

Show the unique address (serial number and vendor
ID) in hexadecimal format for the LX appliance.

Show MAC Address

Display the MAC addresses of the two Ethernet ports
on the LX appliance.

/I\ CAUTION

Technical Support.

Thefollowing menu items are for information only. Do not make
any changesto these menu items unless directed to do so by

Show CMB Addr

Display the CMBus address. In a new cluster
installation, the first appliance powered on acquires a
CMBus address of 2 by default. As each additional
appliance in the cluster is powered on, it seeks its own
unique CMBus address by polling the other
appliances connected to the CMBus. It is important
that appliances are powered on and complete their
booting sequence, one at a time, to avoid potential
address conflicts.

Once an appliance initially determines its CMBus ad-
dress, its identification number (CMBus ID) is stored in
the EEPROM of its maintenance processor.

Then, you can safely power appliances on or off in any
sequence without the possibility of address conflicts.

Clear Temp LED

Clear the temperature LED (used for testing); it does
not clear the alarm condition.

Front and Rear Panels
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Table 4. Configuration and Operational Tasks (continued)

Use this menu
item... To...

Show Alert ID Show the temperature sensor’s address.

Default CMB Addr Change the CMBus address (used for testing).

Disable Temp LED Permanently disable the temperature LED until you
power off the appliance and then power it on again us-
ing the On/Off switch on the rear panel.

v Rear Panel
Figure 5 shows the connectors on the Viper LX rear panel.

USB Connectors
Network

Connectors

Indicator LEDs COM 1
PCl Option 1 COM 2
PCI Option 2 CMBus Out

CMBus In

Figure 5. Rear Panel Connectors for Viper LX

Figure 6 shows the connectors on the Roadster LX rear panel.

AC Power Outlet
(On/OFF Switch

Network
Connectors

Network
Indicator LEDs

USB Connectors

Serial Connectors
CMBus Connectors
Console Connector
PCI Option Connector
PCl Adapter Expansion Slot SCSI Option

Connector 2

Figure 6. Rear Panel Connectors for Roadster LX
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Installation

This chapter describes how toinstall LX appliances on the desktop, in a
Telco rack, or in astandard 19-inch rack. The instalation for both
appliances is the same; however, the figures in this chapter show
Roadster LX.

Pre-Installation

L X appliances are shipped with chassis mounting hardware, power
cable, Console Cable Adapter, and CMBus cable.

v Tools Required
To mount the chassis rails, you need a #2 Phillips screwdriver. You may
also need asmall, flathead screwdriver to secure the monitor connector.

v Site Preparation
Before you begin, review these safety precautions:

» Do not block the cooling vents or restrict air flow through the chassis.
» Make sure that each rack used is securely mounted in place.

*  When installing multiple appliances in a rack, make sure the overall
loading for each branch circuit does not exceed the rated capacity.
Refer to Appendix A, Specifications.

» Eachrack system and each appliance requires areliable ground.
Appliances should be connected to an Earth ground through the AC
line cord.

Installation 11
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Also, install the appliancein or near:

» Controlled environments that meet NEI specifications for ambient
temperature and humidity. Refer to Appendix A, Specifications.

* Areaswith adequate support or floor loading capacity to support the
current installation and possible future growth.

* AC outletsfor each appliance and one for a monitor.

» Appropriate earth-ground connections for each rack and each
appliance.

» Ethernet hubs or individual jacks (10/100 BaseT cables cannot be
longer than 100 meters).

v Unpacking
» Check the packing list provided with the appliance to verify that you
received al the equipment, software, and manuals. If any item is
missing, contact:
Network Engines
Tel: (781) 332-1000

e-mail: support@networkengines.com
Web: http://www.networkengines.com/supportmain.htm

» Removeal protective coverings and uncoil cables.

» Make copies of the packing dlips and file the originals with your
records. Keep the copiesin abinder with this manual for future
reference.

Installing LX Appliances on a Desktop
To avoid damage to the units, do not install more than six (6) server
appliancesin a single stack on the desktop.

12 Viper LX and Roadster LX User Guide
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Installing an LX Appliance in a Telco Rack
Beforeyouinstall the server appliancein aTelco rack, make sure that the
rack is securely bolted to the floor.

To install the LX appliance:

1. Unpack it, locate the chassis mounting hardware, and mount the two
Telco brackets to the sides of the chassis (Figure 7).

2. Align the bracket and chassis with the Telco rack.

3. Secure with the five screws.

/\ CAUTION

To prevent equipment damage, support the appliance until all
five fasteners are securely fastened to the Telco rack.

Telco Rack ~=

Figure 7. Telco Rack Installation

Installing an LX Appliance in a Telco Rack 13
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Installing an LX Appliance in a Standard 19-inch
Rack

Unpack the appliance and locate the mounting screws and end brackets.
Then, follow these steps:

1. Attach the end brackets to the inside rear of the stationary track.

Screw

End Bracket
Stationary Trw
Bar Nut =

Figure 8. Attaching End Brackets

2. Alignthe end bracket with the rack in the rear and secure with screws
and bar nut.

AL

«EI'. 0
I

\R\m\m\w\v

Retainer Nut
Screw Collar—"|
Screw

(B\NuEiseyAaieyAu
0

Stationary Track

Figure 9. Aligning End Brackets with Rack
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3. Attach the stationary track railsto therack. Secure with mounting
screws, screw collar, and retainer nut. The smaller side of the retainer
nut should face the rack from the rear (screw collar).

.
g %n
o =g
Retainer Nut o
Screw Collar. 5

=

Screw

Figure 10. Attaching Stationary Track Rails to the Rack

4. Mount the two S-type chassis rails to the chassis.

Intermediate
Chassis

Screw
S-Type Chassis

Figure 11. Mounting Chassis Rails to the LX Appliance
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5. Alignthe chassisrails with the cabinet rails and slide the unit into the
cabinet until therailslock in place.

Figure 12. Aligning Rails and Sliding the Appliance into the Rack

6. Depressthe lock/rel ease button on each side of the rails and slide the
chassis completely into the cabinet.

The intermediate rail has alock/release button. Be sure to release this button
if it islocked.

Chapter 3 describes how to cable an LX appliance.
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CHAPTER 3

@) networkengines

Cabling

Before powering up and configuring an L X appliance for the first time:
» Connect the power cable.
» Connect Ethernet cables.
» Connect the CMBus cable.
* Connect the Console Cable Adapter.
These procedures are described in the following sections.

Connecting the Power Cable

Connect the power cable on the appliance to a grounded AC power
outlet.

Cluster Types
Figures 13 through 15 show connections for different cluster types.
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Figure 13 shows cable connectionsfor aViper LX cluster. Procedures are
described at the end of the chapter.

CMBus Out

CMBus |
. us nz F

8

(&H)o o(EH)o

7 LT

o[&=)e

7 LJ]T

N T 1

Power Cords ‘ VGA Cable
Ethernet Cables Keyboard Cable
Mouse Cable

Mouse Keyboord VGA
Network Engines, Inc.
Console Cable Aday 'ADP-CMBUS-000

Console

Cable cMB Console Cable
Adopir
CMBus/Console Cable

Figure 13. Cabling for a Viper LX Cluster
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Figure 14 shows cable connections for a Roadster L X cluster. Procedures
are described at the end of the chapter.

CMBus cables Ethernet cables —

VGA Cable

Keyboard
Cable

Mouse
Cable

se Keyboord VGA
Console || Network Engines, Inc.
Co ble Console Cable Adapter ADP-CMBUS-000

Adapter

CMB Console Cable

S——c

CMBus
termination

Console Cable

Figure 14. Cabling for a Roadster LX Cluster
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Figure 15 shows cable connections for amixed cluster of LX appliances

Procedures are described on the next page.

Console Connector j

=T

et e\ =0 ‘

. Ne e
‘

VGA Cable
Keyboard Cable
Mouse Cable

I

Mome Koboord VoA
Network Engines, Inc.
Console
Cable

Adapter

Consale Cable Adapter ADP.CMBUS.000

Console Cable

CMBus Cable

CMBus/Console Cable

Figure 15. Cabling for a Mixed Cluster
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Connecting Ethernet Cables

Ethernet cables connect the appliance to internal and external networks.
Internal and external networks are described in Chapter 4, Configuring
Viper LX. To connect an Ethernet cable:

1. Connect the Ethernet cable from the internal switch or hub to the top
port.

2. Connect the Ethernet cable for external access from the appropriate
switch or hub to the bottom port.

Connecting the CMBus Cable
To connect an L X appliance to a cluster:
1. Connect a CMBus cable to the left CMBus connector on the first

appliance (typically an AdminEngine). Connect the other end to the
right CMBus connector on the next appliance.

2. Continue cabling the remaining appliancesin a similar crossover
manner.

3. Connect a CMBus cable to the open CMBus connection on either the
first or the last appliance.

4. Terminate the CMBus cable, connected in Step 3, on the Console
Cable Adapter.

Refer to Figures 13 through 15 and the Connecting the Console
Cable Adapter section.

Connecting the Console Cable Adapter

The Console Cable Adapter lets you access an LX appliance through a
directly connected monitor, keyboard, and mouse. To connect the
Console Cable Adapter:

1. Connect a Console Adapter cable to the console connector.
2. Attach the Console Cable Adapter to the other end of the cable.

3. Connect the keyboard, mouse, and VGA cables to the Console Cable
Adapter.

After all cable connections are complete, configure the appliance, as
described in Chapter 3.

Connecting Ethernet Cables 21
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@) networkengines

Configuring Viper LX

After you complete the cable connections on the L X appliance, power it
up and configure the following:

* Network Interface Card (NIC) interfaces and default gateway

e Other parameters such as hostname, domain, and time and date
Configure the appliance through the LCD panel or the WebEngine LX
QUICK START screen using aweb browser. You access this screen
using the network | P address followed by acolon (:) and the port number
(:3160). Refer to Accessing the WebEngine LX QUICK START Screen on
page 32.

NIC Interfaces

An LX appliance has two NIC interfaces preconfigured with default P
addresses, that correspond to the Ethernet ports on the back panel shown
in Figure 16.

ethl

Ethernet ports
on back of the LX appliance

il
.-

ethO

Figure 16 Ethernet Ports
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Typically, you use one network to connect to the Internet and the other
network as an internal network.

Table 5 shows the default 1P addresses and subnet masks for the
appliance's two interfaces. Every appliance is shipped with the same set
of 1P addresses. You must configure these interfaces so they do not
conflict with addresses on existing devices in the network. To avoid
conflicts within a cluster of new appliances, configure and completely
reboot the first appliance before you power up and configure the next
unit.

Table 5. Default Interface Configuration

Ethernet Port Interface IP Address Subnet Mask

Top port

: ethl 192.168.30.2 255.255.255.0
(internal address)

Bottom port

ethO 10.10.10.10 255.0.0.0
(external address)

v Resolving IP Address Conflicts

If the address 10.10.10.10 on subnet 255.0.0.0 conflicts with a system on
your network, change the IP address while connected to a private
network.

For example, you can use aworkstation on your network and reconfigure
its |P address to 10.10.10.5 and its subnet mask to 255.0.0.0 to enable it
to communicate with eth0. Configure ethO with a new | P address and
reboot the appliance. Remember to change your workstation back to its
origina network configuration after you finish.

If the address 192.168.30.2 on subnet 255.255.255.0 conflicts with
another system on your network, you must change the | P address. Each
address must be unique.
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Configuring NIC Interfaces

Before configuring the NIC interfaces, obtain an |P address from your
network administrator. Then, usethe LCD panel onthe LX appliance and
the procedures in the following sections to:

» Select DHCP for IP addressing
or

« Configure static IP addresses

You can configure one Ethernet port with DHCP and the second Ethernet
port with a static | P address.

v Powering On
To power on an LX appliance:

1. Power on (AC) the appliance using the On/Off switch on the rear
panel.

2. Pressthe Right-Select button on the front panel to turn on the
appliance.

3. Wait until the WatchDog LED starts flashing; Ready appears on the
LCD panel of Roadster L X; Focus appears on the LCD panel of Viper
LX.

v Selecting DHCP for IP Addressing

You can use the Microsoft DHCP Server Services on AdminEngine to
automatically configure | P addresses, subnet masks, and a default
gateway. If you configure the interface for DHCP, the netmask (subnet
mask), and the default gateway are automatically set.

To select DHCP for |P addressing for both Ethernet ports:

1. Pressthe Left-Select button on the front panel to access the menu
items. Depending on the hardware platform, one of these menusis

displayed.

) [ Vi per ]@
) Menu Focus] (O

@ [ Roadst er ]@
@ WMenu Ready) O
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2. Pressthe Right-Select button to select the NIC Setup menu item. Use
the Toggle-Forward button until NIC ID: ethO (interface for external
| P address) appears.

@[NI_CSetup
Exit

®
Sel ect ] [9)

3. Pressthe Right—SeIect button to set up NIC ID ethO: configuration.
[ N[ C T ethg

Set up ] )
4. At the DHCP menu item, press the Right-Select button to select it.

@[DHCP ]®
O Exit Sel ect [5)

5. Pressthe Toggle-Forward button to switch DHCP from Off to On.
@ [Fo=0T
O X

®
Cancel ]Q

6. Pressthe Left-Select button to confirm that DHCP is on and will

assign the | P address, subnet mask, and default gateway.
) =n ! )
@ L 7 Cancel J O

7. Pressthe Left-Select button to exit DHCP.

@[DH.CP ]®
) Exit Selecto

8. Pressthe Toggle-Forward button to access the NIC ID: ethl
configuration. Press the Right-Select button to select setup for
NIC ID: ethl configuration. Repeat Steps 4, 5, 6, and 7 to configure
DHCP for NIC ID: ethl.

or:

Press the L eft-Select button to complete configuration for
NIC ID: ethO.

[NICIDethO

]®
et up O

9. Pressthe Left-Select button to reboot.

@ (Reboot ? ]®
[0) Yes No O
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Configuring a Static IP Address

If you configure static | P addresses, you need to configure the | P address
and subnet mask for Ethernet ports and a default gateway. Be sure that
the DHCP menu itemis set to Off before you configure a static |IP
address.

To configure a static | P address for an Ethernet port:

1. Pressthe Left-Select button on the front panel to access the menu
items. Depending on the hardware platform, one of these menusis

displayed.

) [ Vi per ]@
o) Menu Focus) O

Roadst er
u

@[ ]®
@ Wen Ready O

2. Pressthe Toggle-Forward or Toggle-Back button until the NIC Setup
menu item appears; then, use the Right-Select button to select the
menu item.

@[NI_C Set up ]@
O Exit Sel ect )

3. Pressthe Right-Select button to select setup for the NIC ID: ethO
configuration.

@[NICID:ethO ]®
O (Done Setup’

4. Pressthe Toggle-Forward button until the IP Address menu item
appears; then, press the Right-Select button to select the menu item.

@[DH_CP IQ
O Exit Sel ect O

Configuring NIC Interfaces 27



n Configuring Viper LX

5. Pressthe Left-Select button to change the number incrementally;
press the Toggle-Forward button to move the cursor to the next field;
repeat this step until you have configured all the fields of the IP
address. Then, press the Right-Select button to complete the IP
address configuration.

@[;ofj 000,000,000 ®
@ Back O
© (L0000, 000

@) &= Done O

) [TOo 000. 000,000
Q = Done J O

@ 11 ®
5 [}_:_L__o. 000. 000,000 °

6. Pressthe Left-Select button to confirm changes.

@ [Oonfl rm Changes ] ®
0} Accept Rej ect O

7. Follow the steps in the next section, Configuring the NetMask.

Configuring the NetMask
To configure the netmask for the port configured in the previous section:

1. Pressthe Toggle-Forward button until the Netmask menu item
appears; then, press the Right-Select button to select it.

[I P Addr ess ].
EXxi t Sel ect ] O

Ooe 08

Net mask ®
[EXI t Sel ect].
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2. Pressthe Toggle-Forward button to move the cursor to the next field;
press the L eft-Select button to change the number incrementally;
repeat this step until you have configured the netmask. Then, press
the Right-Select button to complete the netmask configuration.

@ [g_s 0. ®
oE—= Back O

?ESTQ  Back %
g ng—l Done

@ 755 1000, 000, 000) ®
ot = Done J O

@ [255. 110. 000 000]@
O = Done | @

3. Pressthe Left-SeIect button to accept changes.

[Confl rm Changes ]
0) Accept Rej ect O

4. Pressthe Left-Select button to exit the Netmask configuration.

@ (Net mask ®
5 Exi t Sel ect O

5. You may configure an |P address and subnet mask for NIC ID: ethl
by pressing the Toggle-Forward button and following the stepsin
Configuring a Satic IP Address and then the procedure in
Configuring the NetMask on page 28 or you can press the L eft-Select
button to complete the procedure.

@ NICIDethl ]
O Don up.

@ NICIDethO ]
.Do SeupQ
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6. Although you are prompted to reboot, press the Right-Select button.
Configure the default gateway before you reboot. Follow the stepsin
the next section, Configuring an IP Address for a Default Gateway.

@ (Reboot ? l®
@) Yes No )

Configuring an IP Address for a Default Gateway
To configure an | P address for a default gateway:

1. Atthe Default Gateway menu item, pr&sthe Right-Select button.

@ (Default Gatewa){
O Exi t Sel ec 5)

2. Pressthe Left-Sdlect button to change the number incrementally;
press the Toggle-Forward button to move the cursor to the next field;
repeat this step until you have configured the | P address. Then, press
the Right-Select button to complete the | P address for the default
gateway.

@ [O ) . ) ®
Qo Back O
@ [1 ) } ) ®
O & Done O
@ [TO 000. 000000 ¥
ot Done J O

©

[1{_1_',0. 000. 000,000 ®
O Done | @
3. Pressthe Left-SeIect button to accept the | P address, if it is correct.

[Oonfl rm Changes ]
Accept Rej ect O
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4. Pressthe Left-Select button to reboot the system. The Default
Gateway menu item appears when rebooting has compl eted.

@ Def auI T Gt ev\ﬂ)(]
(©) O

@ (Reboot ? ]
. Yes No O

% [Rebooti ng. .. ]%

5. Follow the stepsin Configuring Other Parametersto complete the
WebEngine LX QUICK START screen.

Configuring Other Parameters

With the WebEngine LX QUICK START screen and aweb browser, you
can configure other settings, for example, hosthame, domain, and date
and time settings on an L X appliance.

This section includes:

» Stepsto set up your web browser

» Stepsto accessthe WebEngine LX QUICK START screen

» Stepsto complete the WebEngine LX QUICK START screen

» Information about the WebEngine LX QUICK START screen
v Setting Up Your Web Browser

The WebEngine LX QUICK START screen supports these web
browsers:

» Netscape 4.x
* Internet Explorer 4.x/5.x with Java™ and JavaScript™ enabled

You want to configure the browser to update the page information each
time the page is browsed.
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Netscape
With the browser open:

1. Click Edit Preferences. Go to the Advanced menu item.
2. Click + to display the Advanced pull-down menu, and select Cache.

3. Under thefield, Document in cache is compared to documentation on
network, select Every timeand OK.

Internet Explorer
With the browser open:

1. Click View Internet Options. (version 4.x) or Tools I nternet
Options (version 5.x).

2. Atthe General tab, in the Temporary Internet Filesfield, click
Settings...

3. Inthefield, Check for newer versions of stored pages, click
Automatically, and click OK.

v Accessing the WebEngine LX QUICK START Screen
To access the WebEngine LX QUICK START screen:

1. Using theinformation below, on aremote PC, launch your web
browser and point it to the appropriate address.

Did you set new IP | Ethernet cable is
address yet? connected to... Point your browser to...
No Top port http://192.168.30.2:3160
No Bottom port http://10.10.10.10:3160
Yes Top port http://<new_ethl_IP_address>:3160
Yes Bottom port http://<new_eth0_IP_address>:3160
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2. Loginto theinitial screen of the LX Management Console using the

default user name and password, which are case-sensitive:

User name: nei adnin
Password: password

Enter Hetwork Password [ 2] %]

@ Please type your user name and pazsword.
Site: 10.40.90.22

Reslm LHEngine

User Name I heiadmin

Password I ******* g

™ Save this password in your password list

Cancel

The WebEngine LX QUICK START screen appears as shown in
Figure 17. The screen displayed shows the default settings. If you
configure static | P addresses using the front panel, those addresses
appear in the screen.

. Complete the fields of the screen and click Submit. For additional
information, refer to Screen Descriptions.
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WebEngine LX QUICK START

Network Settings

Hostname Ilocalhost
Domain I—
Primary DNS Lookup Server |—
Secondary DNS Lookup Server I— opfional

Network Interfaces
eth0 Interface ethl
0 Enabled @ Disabled DHCP Client © Enabled @ Disabled
00 DO-AB001D:TE MAC Address 00 DO-AB001D:TC

[fomioo IP Address [152788.30.2
[e55.0.0.0 SubnetMask  [255255255.0

Gateway |

Administrator

User: neiadmin

Mew Password:|
Confirm Password:|

System Services
Web Server & Enabled © Disabled

Front Page Server Extensions © Enabled @ Disabled
Email Server & Enahled € Disabled
FTP Server & Enabled © Disabled
Telnet Server @ Enabled © Disabled
DMNS Server © Enabled @ Disabled
SNMP Agent © Enabled & Disabled
Date/Time
Mon Apr 17 2000 00:50:46 UTC
Date Time Zone
[pril =l [17=] Jeoo0 =]
Time Universal
-2
[o0: [g6 T fos ] WET =

Figure 17. WebEngine LX QUICK START Screen
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Vv Screen Descriptions
This section describes how to complete the fields in the WebEngine LX

QUICK START screen.

Network Settings

Hostname

Domain

Primary DNS Lookup
Server

Secondary DNS Lookup
Server (optional)

Network I nterfaces
DHCP Client

MAC Address
IP Address

Subnet
Gateway

Administrator
New Password
Confirm Password
System Services
WebServer

Front Page Server
Extensions

Email Server

FTP Server

Enter an alphanumeric name that applies to the
device.

Enter your domain name.

Enter the IP address of the Domain Name Server
(DNS).

Enter the IP address of the secondary DNS.

For each interface, press the Enabled button if you
want the DHCP services on AdminEngine to
configure the IP address and subnet mask for the
interface.

For each interface, enter the MAC address.

If you disabled DHCP for this interface, enter an IP
address.

If you disabled DHCP for this interface, enter a
subnet mask.

If you disabled DHCP for this interface, enter an IP
address for the default gateway.

Change the password for the default password.

Confirm the new password.

Keep the WebServer enabled during initial setup.

Microsoft Front Page Server Extensions (FPSE) is
initially disabled. Once enabled, you cannot disable
FPSE. All virtual hosts created are FPSE-enabled.

E-mail services are enabled by default so that they
are available to virtual hosts created through the
procedure described in Chapter 8.

FTP services are enabled by default so that they are
available to virtual hosts created through the
procedure described in Chapter 4.
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Telnet Server Telnet service is enabled by default so that it is
available to virtual hosts created through the
procedure described in Chapter 8.

DNS Server Enable DNS Server services if you plan on
configuring them.

SNMP Agent Enable SNMP Agent services if you plan on
configuring them.

Date/Time

Date Using the pull-down menus, enter today’s date.

Time Enter the current time.

Time Zone Using the pull-down menus, select a time zone.

4. Click Submit. A series of messages may display, depending on your
configuration.

5. Click OK to reboot and initialize the configuration. The system waits
60 seconds to shut down, then begins its boot sequence. During this
time, aclock displays the number of seconds to reboot, followed by
the number of seconds since reboot.

The boot sequence completes in approximately three minutes (180
seconds) for the appliances containing 1 GB RAM. Systems with
more RAM may take up to five minutes (300 seconds) to finish
rebooting.

Usually, the WatchDog LED starts to blink to indicate that the appliance
has completed its reboot.

6. For acluster of new appliances, repeat this procedure for the next
appliance. You must wait for each appliance to complete its boot
sequence before you power up and configure the next appliance.

You have completed the configuration procedure. Be sure that you record
all your configuration settingsin the event that you have to reconfigure
the LX appliance.

Chapter 7 provides an overview of the LX Management Console,
including how to register your product online.
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@) networkengines

Operation

This chapter describes operations you can perform on an LX server
appliance using the LCD panel. You can:

e Shut down

* Reboot

» Redirect where the appliance reboots

»  Power off

e Reset

» Display the appliance’s Unique ID

» Display MAC addresses of the Ethernet ports on each appliance
» Automatically provide focusto aViper LX

*  Set the powerup mode

Although there are other menu selections available, do not use them unless
directed to do so by Technical Support.
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Shutting Down

Use this menu selection when you want to shut down the operating
system. Perform this task before you power off the appliance using the
LCD panél or using the On/Off switch on the rear panel.

To shut down the appliance:

1. Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

i
nu Per Focus

&

eo @0
g
g

®
O
Roast er ®
O

2. Pressthe Toggle-Forward or Toggle-Back buttons until the Clean
Shutdown menu item appears.

@ (wc Setup ®
O Exit Sel ect) O

3. Pressthe Right-Select button to select the menu item.

@ (orean Shutdown | ®
O it Select @
4. Pressthe Left-Select button to confirm the shutdown. The message
Shutting Down... appears.
@ n rrm

:

O® O

o
@ Roast er
O Wen Read

5. When the Clean Shutdown menu item appears again, press the Left-
Select button to exit the menu.
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Rebooting

Reboot an LX appliance after you perform the initial configuration or
when you want to shut down all services and reboot the operating
system.

To reboot an appliance:

1. Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

i per ®
Menu Focus )OO
®

@ Wenu Ready) O

2. Pressthe Toggle-Forward and Toggle-Back buttons until the Clean
Reboot menu item appears.

O BT s 8
O Exit Selecto

3. Pressthe Right-Select button to select the menu item.

@ (g ean Reboot ®
O LExit Sel ect (0}

® @8

4. Pressthe Left-Select button to confirm the reboot. A Rebooting...

message appears.
@ (confirm ®
@ LYes No J O

S (Froomo )3

5. When the Clean Reboot menu item appears, press the L eft-Sel ect
button to exit the menu. The Ready state appears after the operating
system has rebooted. This may take several minutes.

@ (O ean Reboot ®
@ LExit Sel ect ] (O

8 3
O Menu * Focus) O
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Redirecting Reboot
If selected, instead of booting locally, the LX appliance performs a one-
time network boot and looks for a PXE server the next time it boots.

To redirect reboot:

1. Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

i per
Menu Focus

o
@ Wenu Ready] O

2. Pressthe Toggle-Forward and Toggle-Back buttons until the Boot
Redirect menu item appears.

O BE= " erea) 8
O Exit Sel ect)

3. Pressthe Right-Select button to select the menu item.
g o
O Exit Sel ect [0)

4. Pressthe Toggle-Forward button to turn on boot redirect.

@3
® O®

© (Boot Redir=or | ®
O X Cancel J O

5. Pressthe Left-Select button to confirm your action. The Boot
Redirect menu item appears.

@ Boot Redi r=0n ®
@ X Cancel J O
@ Boot Redi rect ®
O Exit Select J O

To activate Boot Redirect, reset or reboot the appliance. If you power
down using the LCD panel or power off the LX appliance using the
On/Off switch on the rear panel, Boot Redirect does not occur.
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Powering Off

When you power off the appliance, the DC power isturned off. The
operating system and system services are immediately shut down if the
operating system is running.

To power off an LX appliance:

1. Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

i per
Menu Focus

@ WMenu Ready] O

2. Pressthe Toggle-Forward and Toggle-Back buttons until the Power
Off menu item appears.

@ (N'C Setup ®
O Exi t Sel ect O

3. Pressthe Right-Select button to select the menu item.
S o
O Exi t Sel ect Qo
4, Pressthe Left-Select button to confirm. The Power On menu item
appears.
o 3
(@) Yes No O

5. Pressthe Left-Select button to exit the menu.

o B ™ et
@ |Exit Sel ectj O

e 08
e O®
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Resetting
When you reset an L X appliance, it immediately stops the operating
system, if it is running, and initiates a reboot.

To reset an appliance:

1

Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

@ i per ®
Qo Menu Focus J (O
@ Roadst er ®
@ Wenu Ready) O

Press the Toggle-Forward or Toggle-Back buttons until the Reset
menu item appears.

S S
O Exit Sel ect O
Press the Right-Sel ect button to select the menu item.
8 o
O Exit Sel ect [0)

Press the L eft-Select button to confirm your action. The Reset menu

item appears.
5 3
o Yes No O
Press the L eft-Select button to exit the menu.

o BT wiea)?
@ Exit Sel ect @)
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Displaying the Unique ID
Each appliance has a unique ID, which consists of a serial number and
vendor ID.

To display the unique ID for an appliance:

1

Operation H

Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu

items.

o 3
. Menu Focus (O

3
0 O

Press the Toggle-Forward button until the Show Unique ID menu

item appears.

@ (WC Setup ®
O Eit Sel ect O

Press the Right—SeI ect button to select the menu item.

S ow uni que ID
O 0

Press the L eft-Select button after you view the unique ID.

o (B 8
o O

Press the L eft-Select button to exit the menu item.

@ SowUnlque 1D
@ Sel ect O
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Displaying MAC Addresses

Each Ethernet port on an appliance has a unique Media Access Control
(MAC) address.

To display the MAC address:

1

Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

i per
Menu Focus

Menu Read

Press the Toggle-Forward button until the Show MAC Addr menu
item appears.

e 09
O O®

NI C Set up
Exi t Sel ect

Press the Right-Select button to select the menu item.

o®e
oe

@ ow MA Addr @
O Exit Select | @

Press the Right-Sel ect button to display the MAC addressfor NIC ID:
ethO.

8
O (Back 0
Press the L eft-Select button to exit the MAC address display.

o (BT )8
o O

Pressthe L eft-Sel ect button to exit the menu or press the Right-Sel ect
button to display the MAC address for NIC ID: ethl.

S o
O (Back Show) @
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Providing Automatic Focus to Viper LX

An appliance has focus when the video monitor, mouse, and keyboard
connections are enabled through its CMBus. You can give Viper LX
focus any timeit is up and running by pressing the Right-Select button at
Focus.

For a stand-alone appliance, you can set it to automatically have focus at
startup. This means that you set the Default Power menu item to On and
the Auto Focus menu item to On.

If the Default Power menu item is set to Off and Auto Focusis set to On, the
appliance will not have focus automatically. It will respond as though Auto
Focus was not set to On. To give the appliance focus, manually press the
Right-Select button at Focus.

If your appliances are part of cluster, do not use the automatic focus
feature. In a cluster, only one appliance can have focus at atime.

To provide automatic focus to Viper LX:

1. OntheLCD pand, press the Left-Select button to access the menu
items.

S 2
. Menu Focus O

2. Pressthe Toggle-Forward button until the Auto Focus menu item
appears.

O BT s ee)®
O Exit Selecto

3. Pressthe Right-Select button to select the menu item.
8 o
O Exit Select | @

4. Pressthe Toggle-Forward button until the Auto Focus = On menu
item appears.

@ (Auto Focus=0 ®
@) [0 Cancel O
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5. Pressthe Left-Select button at OK to confirm the Auto Focus = On
setting. The Auto Focus menu item appears.

@ (Anto Focus= on @
@ [0 X8 Cancel O

6. Pressthe Left-Select button to exit the menu item.

o BT ™5 ec) 8
@ Exit Sel ect) (O
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Setting the Powerup Mode

When set to On, an L X appliance powers up and boots the operating
system. When set to Off, the appliance enters idle mode (LCD displays
On).

To set the powerup mode as On:

1

Depending on the hardware platform, one of these menusis displayed
on the LCD panel. Press the L eft-Select button to access the menu
items.

Vi per
Menu Focus

@ Wenu Ready| O

Press the Toggle-Forward or Toggle-Back buttons until the Default
Power menu item appears.

S S
O Exit Select) D
Press the Right-Select button to select the menu item.

OB g
O Exit Select.

® 04
© O®

Press the Toggle-Forward button until the Def Power = On menuitem
appears.

@ De Power = O

®
@) [0 X Cancel O

Press the Left-Select button to confirm the Def Power = On setting.
The Default Power menu item appears.

@ ower = on | ®
) Ok Cancel O

Press the L eft-Select button to exit the menu item.

o EI™ "B
@ Exit Select) O
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CHAPTER 6

@) networkengines

LX Appliance Removal and
Replacement

This chapter describes how to shut down, remove, and replace an LX
appliance. Before you perform these procedures, be sure to record all the
network settings.

Replacing a Standalone LX Appliance
To replace a stand-alone LX appliance:

1. Perform aclean shutdown from the LCD panel. Refer to Chapter 5,
Operation for information on shutting down an appliance.

2. Disconnect the power cord and Ethernet cables from the appliance.

3. Follow the procedures described in Chapter 2 and Chapter 3 to install
and cable the new appliance.

4. Follow the procedures described in Chapter 4 to configure the new
appliance. Record the settings you configure in the event that you
must reconfigure the settings.

Replacing a Clustered LX Appliance
To remove and replace an LX appliance that is part of a cluster, follow
these steps:

1. Perform aclean shutdown from the LCD panel. Refer to Chapter 5,
Operation for information on shutting down an appliance.

2. Disconnect the power cord and Ethernet cables.
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/A CAUTION
Disconnect the CM Bus cable from the appliance.

Remove one CMBus cable from the appliance you are removing and
connect the other cable.

Carefully remove the disconnected appliance from the cluster.
Figure 18 shows the removal of a Roadster L X appliance from the
cluster.

Figure 18. Removing a Roadster LX from a Cluster

Install the new appliance in the cluster.

6. Connect the power cord, Ethernet cables, and CMBus cable using the

procedures describes in Chapter 3, Cabling.

Power up (AC) and configure the LX appliance using the procedures
in Chapter 4, Configuring Viper LX. Use the same configuration
settings as you used on the removed appliance.
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CHAPTER 7

@) networkengines

LX Management Console

This chapter describes the LX Management Console, which is aweb-
based interface on an LX appliance used for all configuration,
administration, and management tasks. This chapter describes how to:

* Loginto the LX Management Console

» Navigate through the LX Management Console menus
» Register your product

» View and modify your current configuration

» Start a Telnet session
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Logging into the LX Management Console

Do not log into the LX Management Console until you have completed
initial configuration. Refer to Chapter 4, Configuring Viper LX.

To use the LX Management Console, you need aremote PC with access
to aweb browser and a network connection to the LX appliance. For
browser setup requirements, refer to Chapter 4, Configuring Viper LX.

1. On your remote PC, launch aweb browser and enter the current IP
address and the L X Management Console port number for either the
ethO or ethl interface in the address field:

http://<lP_address>: 3160

2. Loginat theinitial screen:

User name: nei adm n
Password: <current_password> or password (default)

Enter Network Password [ 7] x]

Please type your user name and password.
Site: 10.40.90.22

Fiealm LXEngine

UserName | neiasimin

Password I ****** |

™ Save this password in your password it

Cancel

Figure 19 shows the L X Management Console.

(Margmes WebEngine LX ==

Version 1.0 on localhost (kernel 2.2.12-20smp)

Misc. Logs & Reports  Servers  System  Users Help
Ouwck Sefup Recister |5ter Telnet Login

Swilfch user

Figure 19. LX Management Console
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LX Management Console Menus
Table 6 describes the LX Management Console menus and the
corresponding tasks you can perform.

Table 6. Menu Descriptions

Use this
menu.... and this menu item... To...
Misc. Quick Setup Display and modify the current
appliance configuration.
Register Submit the product registration form.
Telnet Login Start a Telnet session.
Logs & Disk Usage Monitor appliance disk usage.
Reports
Logs Display these logs:
« FTP

¢ HTTP access
e HTTP errors
* Administrative access

Reports Display these reports in graphical

format:

« FTP

e HTTP

e Access to the LX Management
Console

System Information Display system information including:
CPU statistics

Memory resources

Network statistics

System uptime

Active users
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Table 6. Menu Descriptions (continued)

Use this
menu.... and this menu item... To...
Servers Apache Webserver Configure parameters for Apache

Webserver.

BIND 8 DNS Server

Configure the appliance as a
Berkeley Internet Name Domain
(BIND) 8 Domain Name Server
(DNS).

DHCP Server

Configure the appliance as a DHCP
server (not a client).

Majordomo List
Manager

Configure and manage the
Majordomo list server.

ProFTPD Server

Configure WU-FTP daemon.

Sendmail Configuration

Configure Sendmail.

Virtual Host

Create virtual hosts through the
Virtual Host Builder script, which
automatically configures web, FTP,
and e-mail services for the new host;
you can also modify and delete virtual
hosts.

Note: Most of the LX Management Console servers are robust
programs and have been documented extensively in online
resources and published books. Since it is beyond the scope of
this manual to document these programs, Appendix C highlights
the issues specific to an LX appliance and describes tasks you
can perform using the LX Management Console.
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Table 6. Menu Descriptions (continued)

Use this

menu.... and this menu item... To...

System Bootup and Shutdown Control system startup and shutdown
processes.

MIME Types Add or edit MIME types.

Meta Shell Configure shell parameters for:

e Environment
* Limits
e Mask
e Shells
Network Configuration Configure the following:
* Network interfaces
* Routing and gateways
* DNS client
* Host addresses

System Time Set time for system and hardware

clocks, and the external time server.
Users HTPasswd Limit web site access.

Linux User Manager Manage Linux user accounts and
groups.

WebEngine LX Users Manage new LX appliance user
accounts and configure their access
rights.

Help About Display the LX appliance software
version number and copyrights.

Help Search the LX Management Console

help system.

Manual Pages

Display online man pages.

The Switch user link in the lower right corner of the main screen lets
you log into the LX Management Console as a different user.
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v Navigation

Depending on the screen displayed in the LX Management Console, the
links described below may appear in the left corner of the screen.

Press this link...

To...

WebEngine LX Index

Display the LX Management Console main
screen.

Module Index

Display the main screen of the current module.

Help

Display Help.
Refer to Chapter 13, Help.

Module Config

To set the defaults for the parameters the module
uses.
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Modifying the Current Configuration

You can view the current configuration, modify the network settings,
change the LX appliance administrator’s password, or reconfigure
system services or time after initial configuration.

To view the current configuration, from the LX Management Console,
under Misc., click Quick Setup. Figure 20 shows a screen that has

aready been completed.

wengines

Network Settings
Hostname [wci
Domain fucidomain
Primary DNS Lookup Server IW
Secondary DNS Lookup Server l— aplional

WebEngine LX QUICK START

eth
© Enabled @ Disabled
00:D0:AB00:3A:83

Network Interfaces

10.40.90.35 IP Address 192.166.30.2
266.00.0 Subnet Mask 265.255.255.0
Gateway [10.001

Interface eth1
DHCP Client © Enabled @ Disabled
MAC Address  00:D0:AS:00:3A:54

Administrator

User: root and neiadmin

New Password:
Confirm Password:
System Services
Web Server & Enabled  Disabled
Front Page Server Extensions Enabled

Email Server & Enabled  Disabled
FTP Server & Enabled  Disabled
Telnet Server & Enabled  Disabled
DNS Server ¢ Enabled # Disabled

SNMP Agent © Enabled @ Disabled

Date

June ~| |19 =||2000 >
Time

e e

Mon Jun 19 2000 16:45:31 EDT

Date/Time

UStAleutian
US#Arizona i}

Submit

Figure 20. WebEngine LX QUICK START Screen
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Registering Your Product
It isimportant to register your product so that you can get updated
product information and services.

To register your product:

1. From the LX Management Console, under Misc., click Register. The
Product Registration Form appears, as shown in Figure 21.

2. Inthefirst field, aproduct nameisfilled in by default. Use the pull-
down menu to select the product name you are registering.

3. Fill inthe remaining fields; then, click Submit.
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He (e Register

(% order

netwark

Shigines Product Registration form

ey Please fill out the following Product Registration form and SUBMIT

*1would like to
register my:

*Serial l—
MNumber:
“Company l—
Mame
*First Name li
“Last Name l—
*Title l—
“Address l—
i | =
“Country | j
Phong l—
“Ernail l—
Pager Number l—

Freferred form
of contact

IWebEngme Wiper X j

Other Network
Engines | oy S
Products | IM=EEECEERELER=

owned:

Thank you Reset

Figure 21. Product Registration Screen

Starting a Telnet Session

Through a Telnet session, you can access the L X appliance. Only those
userswho are proficient in UNIX should log into the LX appliance
through Telnet because you can adversely affect the performance of your
system if you modify configuration files.
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To log into an LX appliance through a Telnet session:

1. Fromthe LX Management Console, under Misc., click Telnet L ogin.
The Telnet Login screen appears, as shown in Figure 22.

2. Click Module Configin the upper left corner. Change the | P address
from automatic to static. Enter the | P address of the L X appliance and
click Save. The login prompt appears in the Telnet window.

You cannot start a Telnet session from aremote device as root. You must
create Linux usersfirst.

L™ (osemes Telnet Login

Module Config

Applet developed under GPL by Matthias L. Jugel & Marcus hMeilner

« Return to index

Figure 22. Telnet Login Screen
3. Follow these guidelines:

» You cannot start a Telnet session asroot; you must use avalid user
name.

» If the system logs you out, click the Refresh/Reload button on
your browser tool bar to return to the login prompt.

*  When you disable the Telnet server, you deny Telnet accessto all
users, even if they have been granted shell access.

60 Viper LX and Roadster LX User Guide



CHAPTER 8

@) networkengines

Virtual Hosts

This chapter describes how to create and manage virtual hosts on an LX
appliance.

About Virtual Hosts
A virtual host consists of avirtual FTP server, web server, and possibly
e-mail services.

An LX appliance may serve multiple virtual hosts. You can configure
virtual hostsin one of two ways:

» |P-based host - Each virtual host has an | P address. |P-based hosts are
preferred as they are safer and prone to fewer problems.

» Name-based host - Each virtual host has a unique host name but
sharesits | P address with other virtual hosts. Use name-based hosts
only when you have alimited range of |P addresses available. Name-
based hosts require minor manual configuration changes after
creation to work correctly.

Although both appliances support |P-based and name-based hosts, it is
recommended that you configure | P-based hosts.
v Directory Structure for Virtual Hosts

An LX appliance contains adirectory /home, which isthe root of the user
directory tree. The home directory contains all the virtual hosts (<user>)
created on the appliance.
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Figure 23 shows the directory structure for virtual hosts.

IP-based or
name-based
virtual site

home

e

incoming

welcome.msg

Executable

Web content CGl Scripts

Figure 23. Directory Root for Virtual Hosts

Each virtual host (/home/<user>) containsan HTTP and an FTP

directory.
Directory Description
HTTP ¢ html - Stores and organizes web content
e cgi_bin - Contains executable Common
Gateway Interface (CGlI) scriptsavailable
to run on your site
FTP e incoming - Directory to which site users

can copy (upload) files from their sites

¢ pub - Containsfiles that site users can
download to their sites

¢ welcome.msg - Welcomes usersto the
site when they connect with an FTP client

Each virtual host is mapped to a Linux user account, whose files are
stored in the directory structure shown in Figure 23.
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Virtual Host Builder

Virtual Host Builder automates the creation of virtual hosts. When you
create avirtual host, Virtual Host Builder automatically configures web
and FTP services for your new site. If your site is name-based, it also
configures e-mail service for the site through Sendmail.

v What Virtual Host Builder Does
Virtual Host Builder performs these tasks:

Creates avirtual host
Creates anew virtua |P-based or name-based host and binds it to
port 80, the default port on which web services normally run.

Configures an FTP server
Createsavirtual FTP server and binds it to port 21, the default
port on which the FTP services normally run.

Configures e-mail service
Configures Sendmail to accept messages for the new host if itisa
name-based host.

Creates a Linux user account

Creates a corresponding Linux user account who owns the host.
This allows login-shell access through Telnet and FTP. The Linux
user account also enables the user to securely execute CGI scripts
on the site. This account is also the user ID for which reports are
generated.

Creates an LX appliance user account

Shares the same name and password as the Linux user account,
which also has restricted access to monitoring and administrative
tasks through the LX Management Console.
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Creates host directories
Sets up these directories for the new virtual host, as shown in
Figure 23 on page 62.

» /home/<user>/FTP

» /home/<user>/HTTP/html

» /home/<user>/HTTP/cgi_bin

Enables host reports

Sets up the report generator for the host. Host reports are
generated from the logs of the virtual host, and the accumulated
datais converted into easy-to-read charts and graphs. Initially,
reports are generated on aweekly basis by default. For more
information, refer to Chapter 12, Logs and Reports.

v Example Script Results

When you create virtual hosts for domainl.com and domain2.com,
Virtual Host Builder automatically configures these services:

Web service:  www.domainl.com
www.domain2.com

FTP service: ftp.domainl.com
ftp.domain2.com

e-mail: user@domainl.com
user@domain2.com

Before You Begin

When you create a virtual host, use one of the LX appliance’s addresses
to set atarget | P address (Apache’s NameVirtualHost directive).
Typically, you perform this task once.

To specify the target | P address for the virtual host you are configuring:

1. AttheLX Management Console, under Servers, click Apache
Webserver.

2. Click Networking and Addresses.
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3. Addthe IP address for the virtual host you are creating in the
Addresses for name virtual serversfield.

WebEndine

L (oo Networking and Addresses>*

Index Qach

Networking and Addresses

Listen on addresses and pefault port: [60
ports

Address Port
© None & All ¢ | & Default ¢
& None © All © | & Default ©

Multiple requests per c none © Default & [ioo
connection

Listen queue length & pefayt

Keep-alive timeout ~

ddresses for name virtual
servers

A\

TCP send buffer size & 0S Default ©

Save

Figure 24. Network and Address Screen

4. Click Save; then, click WebEngine L X Index on the Apache
WebServer screen to display the LX Management Console.

Virtual Host Creation
Creating avirtual host involves three steps:

1. Creating the virtual host.

2. Addressing issues related to name-based hosts, such as changing the
default FTP port.

3. Restarting web and FTP services.
You may also update the Domain Name Server (DNS).

Details for each step are provided in the following sections. Also be sure
that you review Additional Information About Virtual Hosts on page 74.
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v Creating a Virtual Host
You can create an | P-based or name-based virtual host.
To create avirtual host:

1. From the LX Management Console, under Servers, click Virtual
Host to display the Virtual Hosts screen.

= (nosere Virtual Hosts

Module Config

Virtual Hosts

| Remove Server | Real name | Username | UserlD | Home directory
| 192 166 30 200 | #192 168 30 200 |mysite [ 503 [inome/mysite

| e bar corm | #nww har.com [bar [ 502 [fhame/bar

| i foo com | ey foo.com [fao [ 501 [fhameffoo

Create a new: Yirtual Host, Yirtual Host 8 MIC

/ Adds new IP address

Creates name-based host and creates hosts for this
or creates a host for existing IP IP address.
address that has no host.

Figure 25. Virtual Hosts Screen

2. Click (create anew) Virtual Host & NIC to create an | P-based
virtual host
or:
Click Virtual Host to configure a name-based virtual host.

3. If you are creating an | P-based virtual host, in the Network Interfaces
screen, click the physical interface name (eth0, eth1) on which to
create the virtual interface.

If you are creating a name-based virtual host, skip to Step 5.
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;‘Iglzl
eack - = || addess [ hp://10.40.90.31 3160 phosthiC/ =] @0 |[uis )
rrry meomes Network Interfaces
Add virtual interface
Name Type IP Address Netmask Active at boot?
ethd Ethernet 1040.90.31 255.000 yes
ethl Ethernet 192.168.30.2 2552552550 ves
lo Loopback 127.0.01 255.000 yes
Interface names in use IP Addresses inuse
etho1 =] 154090233 il
entfo =] ora0.0000.

10.40.90.35 =l
« Return to virtual hosts =
1]
[&] neladmin@hongingroadster; WebEngine Lx 0 & (kernel 2.2.12-20smp) [ [ [ mtermet 2
Figure 26. Network Interfaces Screen
4. Enter an unused number (Name field) and an | P address.
Number subsequent interfaces in ascending order, for example,
ethl:1, ethl:2, eth1:3 and so on; then, click Create.
Active Virtual Interface Parameters
Name  ethifi IP Address [192168.30.200
Netmask & Automatic © | Broadecast & Automatic ©
MTU & Default © | Status & Up € Doiwn

Figure 27. Active Virtual Interface Parameters Screen

5. Inthe Create Virtual Host screen, for both 1P-based and name-based
virtual hosts, enter the parameters for your host (described in
Table 7); then, click Create. The Create User screen appearsif the
host was successfully created.
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B Create Virtual Host - Microsoft Internet Explorer =100 x|

| Fie Bt Vew Favortes Toos Hep ‘

| ek - 9 - ”Hnddress [&1 /10 40.90 313160 Abos esit st EEE H“"“ 7
WebFngine X Index network H
i (Nirames Create Virtual Host

Virtual Host Details

Usemame [ User ID 509

Virtual Server l— Home directory \tharne/ J
Shell [foinmetebash =] Password

Other Jommetatonsh |

€ No password required

Server Root Ve & Mo login allowed
:m;@ﬂm © Encryptad password
FTP € Clear text password
~IFTP
Create
« Retum to server list o
[ |
&] neiadnin@hengingroadster; WebEngine LX 10,1 & (kernel 2.2, 12-20smp) [T ]E[ntemet 7
Figure 28. Create Virtual Host Screen
Table 7. Parameter Descriptions
Parameter Description
Username Indicates a unique user name. This user name lets

you access the virtual FTP server, administer the

virtual host through the LX Management Console,
and receive e-mail addressed to your virtual host.

Any web server scripts run on your virtual host are
also executed under this user name.

User ID The system automatically enters the value.

Virtual Server The system automatically enters the value if you
selected a Virtual Host & NIC; otherwise, enter the
new host name or IP address.
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Parameter Description

name.

Home Directory Indicates the /home/<user> directory where you
place your html, FTP, and cgi_bin files.The system
automatically enters this field, based on your user

Shell Indicates the command-line interpreter used when
you log in. If you are not providing login privileges,
keep the default value.

Password Indicates the password for this virtual host. The
password and user name are used to authenticate
access to the host’s LX Management Console and
FTP. Be sure to use a clear text password
(unencrypted) the first time.

If you click the field, No Password required, you
must still enter a password, which is used for
FPSE and the LX user (This will prevent Telnet
access). This configuration is not recommended.

6. Atthe Create User screen, click WebEngine L X Index to display the

LX Management Console.

Ivlodule Index

Lt (o Create User

Creating home directory ..
Dane

Adding to groups
Done

Adding password file entry .
Dane

hotifying other modules
#Jser updated.
Apache updated
ProFTPD updated
Logs updated
Reports updated.
WebEngine LX Users updated
HTPasswd updated
Done

L Virtual Host Builder

script log.

« Return to users and groups list

Figure 29. Create User Screen
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From the LX Management Console, under Servers, click Virtual
Host to view the new host in the Real name column of the Virtua
Hosts table.

o (s Virtual Hosts

Module Config

Virtual Hosts

| Remove Server | Real name | Username | UserlD | Home directory
[ 192.168.30200 | #192 168.30 200 [mysite [ 503 [lnome/mysite

[ wivis bar com | #hwnwiy bar com par [ 502 [ilnomesbar

[ vy foo com | Honww Foo.com foo [ 501 [homefoo

Create a newr Virtual Host, Virual Host & MNIC

v

Figure 30. Virtual Hosts Screen

. If thisisan IP-based host, follow the steps in Restarting the Servers

on page 72; otherwise, follow the stepsin the next section.

Changing the Default FTP Port

If you have multiple name-based virtual hosts associated with one IP
address, you need to change the default FTP port.

To change the default FTP port:

1

Click WebEngine L X Index; then, under Servers, click ProFTPD
Server.

In the Simple ProFTPD screen, using the pull-down menu, select the
virtual server you just created and click Edit.
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L ()i Simple ProFTPD - cut

[ProFTFD Servers
Root Server:
Bind ", Port 21 _EditAl

Virtual Serve(s wwwbar.com »[) Delete | Edit

Figure 31. Simple ProFTPD Screen

3. Edit thetext file to change the FTP port to an available port on your
server, numbered 1024 or higher.

|Editing wnny par.com in fusrlocal™NEletc/proftpd.conf
<VirtualHost www.bhar.coms 1=
Changeto # Serveridmin frpmasterf@wuw.bar . com
"www.bar.com"
new port, __
for example,
2101.
User bhar
Group ftp
#This is used for reports, you way have multiple
logs if necessary
TransferLog /home/bar/info/FTP. logs/xfer. log —
<Anonymous fhome/bar/FTR/ >
User frp
Group frp
<Limit WRITE 3TOR>
Denyill
</Limit> x|
Save I
Figure 32. Editing Screen
4. Click Save.

5. Click WebEngine L X Index to return to the LX Management
Console. Follow the steps in the next section, Restarting the Servers.

Virtual Host Creation 71



n Virtual Hosts

v Restarting the Servers

After creating the virtual host, restart the ProFTPD server and the
Apache Webserver from the LX Management Console.

Restarting ProFTPD Server
To restart the ProFTPD server:

1. From the LX Management Console, under Servers, click ProFTPD
Server.

2. Click Apply Changes.

3. Click WebEngine L X Index to display the LX Management
Console.

Restarting Apache Webserver
To restart the Apache Webserver:

1. Under Servers, click Apache Webserver.
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rver - Microsoft Inkernet Explorer

os Took Help

| Back - > - ”Hnams; [& htp://10.40.90.31 3160/2pache/

g (poetve Apache Webserver

Global Configuration

. =

Per-Directory Options Files  Re-Configure Known Modules Edit Defined Parameters

Processes and Limits MNetworking and Addresses Apache Modules Iiscellaneo CGlPrograms
amed o
- oo -DSSI
l: - Ocore -Dphy

Virtual Servers

Type Address Port Server Name Document Root
Default Server Any Ay Automatic fhomefhttpd/html
Virtual Server 104090122 80 10.40.90.123 thomefred/HTTP/html
Virtual Server 10.40.90 255 30 10.40.90.255 Ihomelyellow/HTTR/html
Virtual Server 10409035 80 10.40.90.35 homefwciHTTP/html
Virtual Server 10409025 80 10.40.90.35 thome/goldHTTP/htrml
Virtual Server Any 30 Automatic /home

Yirtual Server 10409030 B0 dog,com fhome:

Virtual Server hong.com 80 hong.com Ihomelgiaa/HT TR/l
Create a New Virtual Server

Address O Any &

Port @ Default © Any €

Document Root J

Server Name ¢ Automatic & Create

Return to index

[&] netadmin@hangingroadster; WebEngine LX 1.0.1 & (kernel 2.2.12-20smp)

ale

[ [ et

Figure 33. Apache Webserver Screen

N

. At the Apache Webserver screen click Apply Changes. You may

need to widen the browser window to see thisitem in the upper, right

corner of the screen.

w

Console.

Updating the DNS Server

Click WebEngine L X Index to display the LX Management

If your virtual host is name-based, you must add an entry to the DNS
Server for this new host. You may want to add an entry for an | P-based
virtual host, though thisis optional. You may also want to add a Mail

Exchange. Refer to Creating a Mail Exchange on page 80.
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Additional Information About Virtual Hosts
Review these guidelines when modifying or deleting virtual hosts:

* Alwaysuse the Servers->Virtual Hosts screen to edit or delete
virtual hosts because removing hosts in another manner may prevent
services such asweb, FTP, and e-mail from working properly.
Removing a user who owns avirtual host also removes the host; this
procedure is not recommended.

» |f the server has FPSE enabled, and you change the UID of a user,
you may need to repair FPSE. At the console or through a Telnet
session, type the following at the command line:

$ chown - R nobody /hone/ <user >/ HTTP

where /home/<user>/HTTP isthe top of the virtual host document
tree.

» If you move the user's home, you must create a symbolic link from
the original location to its new location. At the command line, type:
$ In -s new_ | ocation /hone/<user>

» Do not change the address of the virtual server located in the Virtual
Server Configuration screen (Apache Webserver->Virtual Server
Options->Server Configuration->Virtual Server Configuration) or the
address of the virtual server with ProFTPD.

» NEIProtoisused for virtua host creation. Do not delete, copy, or
clone NEIProto.

Deleting a Virtual Host

You can delete avirtual host. When you delete a host, if you do not
remove the user's directory, the portion of the server configuration files
associated with this host is saved to the home directory. This occurs for
possible restoration later.

To delete avirtual host:
1. Atthe LX Management Console, under Servers, select Virtual Host.

2. Click the host that you want to delete in the Remove Server column
of the Virtual Hosts screen (Figure 34 on page 75).
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3. The Delete Virtual Host screen, shown in Figure 34, lists the selected
host and its associated files that will be deleted. Click Delete.

. (s Delete Virtual Host

Virtual Host Details

~HTTPMtml
~HTTP/cgi-bin

~FTP

Username mysite UserID 502
Virtual Server |[192.168.30.200 Home directory |home/mysite J
Shell Cther, - Password
Cither. J

© Mo password required
Setver Root:

& Mo login allowed

€ Encrypted password
© Clear text password

Associated files that will be deleted

Delete

/
WebEngine LX network
p e (orameDelete User

Are you sure you want to delete the user mysite 7 Home directory /home/mysite contains 628
Kb of files

Delete User | Delete User and Home Directany |

Figure 34. Delete Virtual Host Screen

If adialog box appears, follow theinstructions and then return to Step
3.

Microsoft Internet Explorer =

& You must First set Real Mame equal bo #10.40.90,123
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4. Click one of the following:

» Delete User - Deletes the user, but |eaves the associated files
intact.

Thisis recommended because service configuration files
associated with the host are saved to the user’s directory and can
berestored if necessary.

» Delete User and Home Directory - Deletes the user and associated
configuration files.
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@) networkengines

Virtual Server Creation

This chapter describes how to create individual virtual servers. Virtual
hosts automatically create virtual servers. You can create:

e A virtual Apache Server
e Avirtua FTP Server
* A Mail Exchange
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Creating a Virtual Apache Server
To create avirtual Apache server:

1. From the LX Management Console, under Servers, click Apache
Webserver.

he. soft Internet Explorer (Ol x|
Fle Edt Vew Tools  Help |
ek < 5 - ||address[@) e //20.40.20.31 3160/3pache/ =] oo [unis
WebEngine LX Index network Apply Changes T
Help L Ap h W b Stop Apache
Hep IVergines acne vvepserver
Global Configuration
o
e ‘ MISE! cGl
a i
Processes and Limits Networking and Addresses Apache Maodules Miscellaneous CGl Programs
L. Dwod o -DSS|
Fs oo | ~Dphy
Per-Directory Options Files  Re-Configure Known Modules Edit Defined Parameters
Virtual Servers
Type Address Port Server Name Document Root
Default Server Any Any Automatic Ihomerhttpd/html
Wirtual Server 1040.90.123 80 1040.80.123 fhomefred/HTTP html
Virtual Server 104090255 80 104080255 Ihomefyellow/HTTR/html
Wirtual Server 10409035 80 10409035 fhomefwciHTTP/html
Wirtual Server 10409035 80 10409035 /momefgold/HTTR/htrml
Virtual Server Any 80 Autormnatic fhome
Wirtual Server 1040.80.30 80 dog,com fhome
Virtual Server hang.com 80 hong.com IhomefgiacHTTRMtml
Create a New Virtual Server
Address C Any &
Port @ Default © Any ¢
Document Root J
Server Name Automatic & Create
Returm to index =
(@] nelachin@hengjingroadster; WebEngine LK 1.0.1 & fkernel 2,2,12-20smp) [ [ @ ttermet 7

Figure 35. Apache Webserver Screen

2. From the Apache Webserver screen, enter the following:

e Address - | P address of the server or the server name
* Port number - Port number of the server; default is 80

» Document Root - Directory of information that you want viewed
on the server.
To browse for adirectory, click the ellipsis(...) button. After
selecting adirectory, click OK.
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e Server name

If you select Automatic, the system automatically enters the

information from the Address field.
3. Click Create.

Thevirtual server information appearsin the Virtual Server section of

the screen.

Creating a Virtual FTP Server
To create avirtual FTP server:

1. From the LX Management Console, under Servers, click ProFTPD

Server.

| 3 simple ProFTPD - Microsoft Internet Explorer

(Bl

Fle Edi View Favorkes Tooks Help

“Back v = - ”Hﬂddvessléhf‘? /#10.40.90.31:3160,profpd/

] ¢ HH

e (st Simple ProFTPD

Apply Changes T

ProFTPD Servers
Root Server.
Bind *, Port 21 Port 21 Port 21 _EditAl

Virtual Servers | hong.com ~| Delete | Edit

Create a New Virtual Server

Address|Server Name & el
Port @ Default (21) ©
Document Root |

Return to index

S

&  WebErgie 416,16 (ernel 2.2.12.20m5)

[ @ e

Figure 36. Simple ProFTPD Screen
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2. At the Simple ProFTPD screen, complete the following information
in the Create a New Virtual Server section:

* Addressor server name
¢ Port number

» Document Root - Directory of information that you want viewed
on the server.

To browse for adirectory, click the ellipsis(...) button. After
selecting a directory, click OK.

3. Click Create.

Creating a Mail Exchange
To create aMail Exchange:
1. AttheLX Management Console, under Servers, click Sendmail.

Fle Edt View Favertes Tooks Help |

Bk * = - ”Hmdvess |E htip /£10.40.90.31 :3160/endmailf -] ¢e Hurvks E

L (Doeemes Sendmail Configuration

odule Config

Sendmail Options (O] Ivail Aliases (aliases) Local Domains (Cw, Domain Masquerading (Ch
[
1A .
" @iond e
Trusted Users (T) Address Mapping (virtuser) Domain Rotting (mailertable Outgoing Addresses (generics;
/ @fuicm
— 5
it @xhome el
Outgoing Domains (CG) Domain Mapping (domaintable) Spam Control {access) Relay Domains (CR)
Mail Queue (mailg User Mailboxes

Stop Sendmail Click this button to stop the running sendmail process. This will stop mail from being delivered to local users from other systems,
and prevent clients using this system as a mail server from sending mail

Return to index

@ S WebEngie U 10,1 & (rrnel 2.2.12-205mp) [ [ (@ e

RN

Figure 37. Sendmail Configuration
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2. At the Sendmail Configuration screen, click L ocal Domains.
3. Atthe Local Domains screen, add adomain, and click Save.
4. Restart Sendmail.
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CHAPTER 10

Access Rights
and Resource Limits

This chapter describes the configuration of user access rights and
resource limits for virtual hosts and L X user accounts. It includes
information to:

Configure access rights for virtual hosts and their users
Create new L X user accounts and modify access rights
Set per-directory access options for LX user accounts

Set Linux user account access to support collaborative publishing
applications, for example, WebDAV and Microsoft Front Page

Set limits for disk usage, memory, jobs, and files for Linux user
accounts
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Access Levels for Users

This table describes the three user types and their access rights. For each
user created, aLinux user account and an LX user account are created.

LX Appliance « Has full access to the LX appliance and the LX
Administrator Management Console

¢ Configures and maintains the LX appliance
* Creates virtual hosts for site administrators

¢ Sets up access limits for virtual hosts and site
users

¢ Grants disk resources to virtual hosts

« Views reports for the LX Management Console
and virtual hosts

« Provides services for the site administrators
and site users

« Restricts access or limits LX Management
Console’s administrative tasks to site
administrators

¢ Creates a custom configuration from which all
subsequent virtual hosts can clone their access
rights

« Sets user access rights per host or per
directory

Site Administrator ¢ Has limited access to the LX Management
Console to manage one or more virtual hosts

* Publishes web content on the site

¢ Provides FTP and e-mail services to their site
users

¢ Sets up user accounts and access limits for site
users

¢ Maintains mailing lists
* Views reports about the host’s web usage
¢ Has Telnet access

Site User « Has no access to the LX Management Console
« Sends and receives e-mail through the host

« Publishes web pages

¢ Uploads and downloads files using FTP
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NEIProto

Default options for access rights for all LX user accounts’ are initially
configured from the user named NEIProto, a special user created for the
Virtual Host Builder script—every new virtual host clones its access
options from those set in NEIProto.

Do not delete NEIProto, and use caution when modifying its configuration.

By default, NEIProto provides your virtual hosts access to these LX
Management Console menu items:

e HTPasswd * Reports

e Linux User Manager + MIME Types

» Apache Webserver »  WebEngine LX Users
* Logs

If you modify NEIProto, LX users created by subsequent virtual hosts
have these modifications. Any host or user, created before NEIProto was
modified, retain the original accessrights.

v Allocating Access Rights for New Users
To modify the default NEIProto configuration to extend or limit access
options for al subsequent hosts and their users that you create:

1. From the LX Management Console, under User s, select WebEngine
LX Users.
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2. Under NEIProto, click the module for which you want to modify
access rights. This example shows Apache Webserver.

WebEngine L Users - Microsoft Internet Explorer. JRL=IE|
Fle Edt Vew Favortes Tooks Heh |
EBack - || adess [B] hi://10.40.0031 3160/acl/ =] @co [Juks”
WebEngine | X Index network =

(esomes WebEngine LX Users

User Modules

neiadmin MIME Types About
WebEngine LX Users Apache Webserver
BIND 8 DNS Server DHCP Server
Disk Usage Help
HTPasswd Bootup and Shutdown
Logs Majordomo List Manager
Manual Pages Meta Shell
Network Configuration ProFTPD Server
Quick Setup Reqister
Reports Sendmail Configuration
System Information Telnet Login
System Time Linux User Manager

q Virtual Host
\NE\Proto Logs [e—

Reports Majordomo List Manager
MIME Types System Information 0
Linux User Manadier WebEnaine LX Users
Apache Webserver

jeanine Quick Setup ProETPD Server
Disk Usage Loas

3 Module Access Control - Microsoft Internet Explorer ~-lofx|
File Edt View Favortes Took Help
PBack - || address [ hitp://10.40.00.31:3160acl/edit_acl cg? mod=apachefuser=NEIProt | @0 HE

WebEngine LX Index
Module Index

eomes Module Access Control

Fornerproto in Apache Webserver

Apache Webserver access control options

Can edit module configuration? © Yes & No

Virtual servers this user can edit Can edit global options? No =
Can create virtual servers?  Yes & No
Can change virtual server users? © Yes & No
Can change virtual server addresses?  Yes & Mo

Can pipe logs to programs? C Yes & Mo Can stop and start Apache? C Yes & Mo

Limit files to directory [romemEProer |

Directive types available Al & Selected
Processes and Limits
Networking and Addresses

Apache Modules
LogFiles

Save

« Return to user list

NS

&] neladmin@hengjingroadster; WebEngine LK 1.0.1 & (kernel 2.2.12-20smp) [ [ [@ trtemet

Figure 38. Modifying Apache Webserver
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3. Maodify the information for Apache Webserver to extend or limit the
access rights for new users.

4. Click Saveto apply the changes to NEIProto. All subsequent new
hosts and their users clone these new settings.

v Modifying Access Rights for Existing Users
To modify the access options for an existing L X user account whose
current access rights were cloned from NEIProto:

1. From the LX Management Console, under User s, select WebEngine
LX Users.

2. Inthe User column, click on an existing user in the WebEngine LX
User table.

3. From the WebEngine LX user access rights, check or uncheck boxes
to extend or limit user access.

WebEngine LX user access rights

Username [Wary

Password & Same as Unix © Settol—

Language & Default © [EngishEN) 5]

Categorise modules? © Yes © No @ Default

Modules ™ Quick Setup I~ ProFTPD Server
™ Digk Usage ¥ Logs
" Register I Manual Pages
I~ HTPasswd ¥ Reports
™ Majordomo List Manager r MMWE Types
T Systemn Information I Bootup and Shutdown
™ Linux User Manager I~ WebEngine LX Users
™ Apache Websenver I~ BIND 8§ DNS Server
™ Sendmail Configuration ™ Metwork Configuration
™ DHCP Server I System Time
™ Help T About
™ Telnet Login I Meta Shell
™ Virtual Host

4. Click Saveto store the new settings.

Figure 39. User Access Rights Screen

NEIProto
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v Creating New LX User Accounts

Site administrators can create new LX user accounts and configure the
account access rights. These are user accounts other than those created
through the Virtual Host Builder script.

To add anew LX user account:

1. From the LX Management Console, under User s, click WebEngine
LX Users.

2. Inthe User column, click NEIProto to display the default
WebEngine LX user access rights screen.

3. Click Cloneto clone the default access rights of NEIProto for the
new user.

4. Inthe next screen, enter the new user name and check or uncheck
boxes to extend or further limit access for this user.

5. Click Save to store the settings.

LS (Doeer WebEngine LX Users

Usef— Modules
(NE\Proto MIME Types WebEngine LX Users
\’< Apache Webserver HTPasswd
Logs Reports
Line User Manager.

WebEngine LX user access rights

Username [MEPote

Password & Same asUnix © Don'tchange © Sstww]

Language @ Defaut © [EngishEM) 1]

Categorise modules? € Yes ¢ Mo & Default

Modules I Quick Setup I ProFTPD Server
" Disk Usage F Logs
™ Register I Manual Pages
¥ HTPasswd F Reporis
I~ Majordomo List Manager ¥ MIVE Types
™ System Information ™ Bootup and Shutdown
v Linux User Manager  WebEngine LX Users
¥ Apache Webserver ™ BIND 8 DNS Server
™ Sendmail Configuration I~ Metwork Configuration
™ DHCP Server I© System Time
I~ Help I~ About
I~ TelnetLogin I Weta Shell
™ Virtual Host

Figure 40. New Users Screen
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Per-directory Access Options
L X appliance administrators can set global parameters for the Apache

Webserver. Site administrators can set access rights for LX user accounts
on an individual directory basis.

For more information, refer to the Help link in the top left corner of the
Apache Webserver main screen. This Apache document is also available
at http://www.apache.or g/docs/.

v Setting Per-directory Access Options
To set per-directory access options:

1. From the LX Management Console, under Servers, click Apache
Webserver.

2. From the Apache WebServer screen, select avirtual server.

WebEngine Apply
LA Index network Changes
L (e Apache Web v
e, \IVengines ache vvepserver -«
Configy
Global Configuration
] EppTET
- ~ MISEH CGI
a ekl
Processes and Networking and Apache Modules Miscellaneous CGl Programs
Limits Addresses
mad_fo
. s -DssI
B = “opy
PerDirectory Re-Configure Known Edit Defined
Options Files Modules Parameters
Virtual Servers
Type Address Port Server Name Document Root
/Qeﬁgﬂf == Any Any  |Automatic fhomeshttpdhtml
_ Virtual Server ) 192168 30 200 80 192 168 30 200 Mormefmysite/HTTR/html
—
Vidual=erver WA CTEIQ.COm 30 WAW.Craig.com ‘homelcraigHTTR/tml
Virual Server Wt hong .com 80 wnw.hong .com Mhome/QHTTRAtml
Winual Senver Any 80 winw.hong .com /home

Figure 41. Apache Webserver Screen
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In the Virtual Server Options screen, under Per-Directory Options
Files, click on adirectory for which you want to set access rights.

=10l x|

3.

2 virtual Server Options - Microsoft Internet Explorer.

|
-] @ Hum B

Fle tdt Vew Favortes Teos Heb
Back - o || addess [ @] i //20.40.90.31:3160/apache vir_index.carvir=135

VWebEngine LX Index Ql network Virtual Server Options YT DCEa Sache

Iwlodule Index engines
For 10.40.90.255

Virtual Server Options

o ] N
3 o Ex

Networking and Addresses LogFiles Docurnent Options

Processes and Limits

i
Error Handling User and Group Aliases and Redirects CGIPrograms

N i

Setver Configuration Show Directives

Per-Directory Options

= - = - -
Fa Fa =
Location /

Directory /nome/ ye1low/ HTTP/ htul Location /_wti pin

Create Per-Directory, Files or Location Options
Type | Directory © Regexp? & Exactmatch C Match regexp

Path Creats

« Returnto server list

[ [ [ mem

N

12-20smp)

@ ‘WebEngine Lx 1.0.1 & (ke

Figure 42. Virtual Server Options
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4. From the Per-Directory Options Files screen, click Access Control.

| 3h Per-Directory Options - Microsoft Internet Explorer _ ol x|
Fle Edt View Favortes Toos Help ‘
daBack v »HﬂddvESS [&1 hitpui110.40.90 32:3160/apacheidr_index.canidr=1288vit= =] P

i (oemed Per-Directory Options i

Module Index engines
For Directory /home/httpd/html oN default server

Per-Directory Options
o ErmiTET

- g o i

Processes and Limits Metworking and Access Control Document Options MIME Types
Addresses
L
21 CGI
. =
Error Handling Aliases and Re\dﬂects CGl Programs Directary Indexing Show Directives

Options apply to ..
Type | Directary > Regexp? & Exactmatch ¢ Match regexp
Path [iomejhitpdtrmi Save | Delete

« Return to server index

L

@1 hitp://10.40.90.32:3L60/apachefedt_dir,caitvirt=sidx=1288%ype=10 [ [ ntemer

Figure 43. Per-Directory Options Screen
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5. At the Access Control screen, enter the appropriate information. To
restrict access to several users, separate the entries by commas, for
example, userl,user2,user3 and so on.

=10l x|

$Back

! |
[ ht:/10.40.90.31:3160/apache edit_dir cgpert=1: -] @ Hum B

WebEngine LX Index

HetEeL (oo Access Control gy Cparges

For Directory /home/ve1low/#TTE/html ON 10.40.90.255

Access Control for Directory /home/ye1low/HTTE /htm1

Authenticationrealm name & Defaut [ Authenticationtype [ <]
Restrict access by login ¢ Default Clients must satisfy = Default
© Only these users © Allaccess controls
© Onlythese groups " Any access control

© Allvalid users
Restrict access Acoass checking order: © Deny thenallow © Allow then deny ¢ Mutual failure & Default
|Action [Condition I

‘ =] [Arrerpests Bl ‘
Textfile authentication User text file = Default ,— J
Group text file & Default |

Pass failures to next module?  Yes ¢ No & Default

Save

« Return to directory index

N K

& §WebEngine L 1.0.1 & (ks 12-20smp) [ [ [ irternet

Figure 44. Access Control Screen

6. Click Save.

Password Databases

Site administrators can create flat file password databases for the web
server, thus allowing collaborative publishing over the web through
WebDAV-based applications and Microsoft Front Page. Users who log
into the virtual host have access through the WebDAV application or
Front Page Server Extensions only; they do not have accessto the LX
Management Console.
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Two default password databases are stored in the /etc/passwd directory:

»  WebDAV.htpasswd - Controls access to WebDAV's ability to use
extended HTTP verbs and the ability to remotely manage content

» fpage.htpasswd - Controls access to Microsoft Front Page Server
Extensions

The hosts created with the Virtual Host Builder script contain asingle
entry with the user name and password given at user creation; the
databases for root are blank.

v Creating Password Databases
To add a user to the password database:

1. From the LX Management Console, under Users, click HT Passwd.

te” (o HTPasswd

Add

Password Files Modify

['webDAVY hipssswd =] User +| | Delete File

MNew Password File ‘

Delete

__ Create

Figure 45. HTPasswd Screen

2. From the pull-down menu, select one of the password files.

3. Click the + (add) button, and enter a new user name and password.

|Adding user to VWeb htpasswd

Usemame [

MNew Password |

Confirm Password |

Sawve User |

4, Click Save User.
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v Changing a Password
You are not be able to see the passwords when you change them; you can
only overwrite them.

To change a user’s password:
1. Click the ~ (tilde) button in the HTPasswd screen (Figure 45).

2. Enter the new password and click Save Password.

Resource Limits for WebEngine LX Users

You can set resource limits for the corresponding Linux user accounts.
The Linux user account has shell access to the LX appliance through
Telnet. You can set limits for disk usage, memory allocation, jobs, and
file size. These limits only restrict resources for a user’slogin shell; they
do not apply to the Apache Webserver.

v Setting Resource Limits

To set resource limits for an LX user’s login shell:
1. From the LX Management Console, under System, click M eta Shell.

2. From the Metal Shell screen, click Limits.
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e @uherMeta Shell

Wadule Config

@

Environment Mask
[Editing jetcimetallimits
#rype who opu memory job £31 | |
fuser  truemper 3600 24000 64 /J Select User.. - Microzoft Internet Expl... =] E3
#uid 1000-2000 200 16000 &4
$user T 200 son0 3z I I o

tmadl tmzdl
mysite  #192.168.30.200
netadmin Do not change my home

Select a user ’—(Das_m[ news news
nobody  MNobody

Sawe | \_/\

operator operator
posteres Postere3 QL Server
root root ;I

Figure 46. Meta Shell Screen

Click the... (ellipsis) button in the Editing Screen. From the Select
User window, click the user for which you want to set the limits.

Select Paste to paste the user into the file.
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CHAPTEIJ. 1

System Parameters

This chapter describes how to configure LX appliance system
parameters. It includes procedures to:

Create, edit, and delete bootup and shutdown initialization scripts
Create and edit MIME types

Set limits on system resources

List currently active network interfaces

Configure other network parameters

Set hardware and system time

Configure the time server
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Initialization Scripts

You can control system initialization scripts for bootup and shutdown.
You can create new initialization scripts, and edit or delete existing

scripts. Only advanced L X appliance administrators should perform
these tasks.

Creating a New Initialization Script
To create anew initialization script:

1. From the WebEngine LX main page, under System, click Bootup
and Shutdown.

The Bootup and Shutdown page (Figure 47) lists all of the
initialization scripts currently defined and stored in the /etc/rc.d /
init.d directory. Thelist includes the special /etc/rc.d /rc.local script
that you can customize, and is executed after al the other
initialization scripts run.

WebEngine
e (Dorames Boot d Shutd
Lo (Mimemes Bootup an utdown
Config
Bootup and Shutdown
SMEBUS apmd atd bootparamd
crond dhepd ftpd aprm
halt httpd inet keytable
illall kudzu linuxcont named
netfs network portmap rancorm
sendmal single snmpd syslog
wrabmin Jetchre dire local
Create a new bootup or shutdown action
T — Click on this button to immediately reboot the system. All currently logged in users will be

disconnected and all services will be re-started.

Shutdown System Click on this button to immediately shutdaown the system. All services will be stopped, all
users disconnected and the system powered off {if your hardware supports it).

Figure 47. Bootup and Shutdown Screen

2. At the Bootup and Shutdown screen, click Create a new bootup or
shutdown action.

3. At the Create Action screen, enter the information for a script.
4. Set the run levels at which the new script starts and stops.
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Generally, bootup actions are started in run levels 3, 4, and 5, and are
stopped inrun levels 0, 1, 2, and 6.

Click Create.

Editing an Existing Initialization Script

1

From the LX Management Console, under System, click Bootup and
Shutdown.

Click on an existing script in the Bootup and Shutdown table. The
Edit Action screen appears.

= (s Edit Action

Module Index

Action Details

Name sendmail

Action Script[¢ 1 /binssn j
4

# sendmail This shell script takes care of starting and stopping
sendmail.

#

# chkconfig: 2345 80 30

# description: Sendwail is & Mail Transport Agent, which is the progresm

# that moves wail from one mwachine to another.

# processname: sendmail

# config: /etc/sendmail.ct

# pidfile: /var/run/sendmail.pid

# Source function library.
. fete/re.d/init.d/functions

Runlevels to start and stop in

Runlevel0  Startat| |@ Stop atfsn
Runlevel 1  Startat| |# Stop at[30 |
Runlevel2 & Startatfed | Stopat| |
Runlevel 3 & Startatfed | Stopat| |
Runlevel 4 & Startatfed | Stopat| |
Runlevel 5 & Startatfed | Stopat| |
Runlevel 8 [ Startat| |= Stop at[30 |

Save Start Now Stop Mo Delete

Figure 48. Edit Action Screen

Edit the script in the Action Script field, and modify the run levels, if
necessary.

Click Save.
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Deleting an Initialization Script
1. FromtheLX Management Console, under System, click Bootup and
Shutdown.

2. Click on an existing script in the Bootup and Shutdown table.
3. Click Deletein the Edit Action table.

MIME Types

Sometimes, the server must provide a document whose type cannot be
determined by its MIME types mappings. The server must inform the
client of the content-type of the document. In the event of an unknown
type, it uses the type specified in the default MIME typesfile.

You can create anew MIME type, edit an existing MIME typefile, or
specify the location of adifferent default MIME typefile.

v Creating a New MIME Type File
To configure anew MIME typefile:

1. From the LX Management Console, under System, click MIME
Types.

A list of the top-level MIME types and their associated subtypes
appearsin the table on the MIME main screen (Figure 49).

&Engme LX @ggé%c;rsk MIME

Module Config

Toplevel in /etc/mime. types

Click on a MIME type from the list below to view its subtypes, or use the link at the bottom of the page to
add a new type to the list.

Toplevel Subtypes Toplevel Subtypes
application 178 audio El
chemical 1 image 24
messade 7 |madel 4
multipart 13 text 20
video 7 hconference 1
Choose File [petcimime types Jﬂl

Add a new MIME tvpe

Figure 49. MIME Screen
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2. Click Add anew MIME type.
3. Enter the name of the new MIME type and its extensions.
4. Click Save.

You cannot delete atop-level MIME type in the Apache Webserver. If
you misspell aname, create anew MIME type with the correct spelling.

Editing an Existing MIME Type File
1. From the LX Management Console, under System, click MIME
Types.

2. Click atop-level MIME type file from the table.
3. Click on the subtype you want to edit in the MIME Type column.

4, Edit the filename extensions for the selected subtype.

[MIME Type [Extensions
mpeg D [mpeg mpg mpe

lvnd mofdegla video |

vndyivo N\ |

hesgi-movie N\ [movie

Add a newy MIME ty

|Fi|ename extensions to MIME type mapping
|M|ME Type ||video,-"mpeg

Extensions [wpeg 1=

TP e
pe

=l Savel Dielate |

5. Click Save.

Deleting a MIME Type File
There is no delete button in the Apache MIME screen. If you misspell a
MIME type, create a new MIME type with the correct spelling.
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Changing the Default MIME Type File
To change the default MIME type file:

1. From the LX Management Console, under System, click MIME
Types.

2. To choose anew default MIME filg, click the ... (ellipsis) button;
then, click OK.

Setting Limits on System Resources

You can set up limits on system resources through metash, a wrapper
program that can be used to enforce the configured limits. These limits
only apply to command-line shells, for example, telnet or rlogin.

To configure limits on system resources:
1. From the LX Management Console, under System, click M eta Shell.

@i Meta Shell

& B &

Figure 50. Meta Shell Screen
2. Atthe Meta Shell screen, click Limits. The Editing screen appears.
The default shell for WebEngine LX is/bin/metash.

For more information, refer to the metash man page, or see any of the
metash web sites.
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Network Configuration

Only advanced L X appliance administrators should perform these basic
networking connectivity tasks through the Ethernet interfaces:

» Creating a network interface
» Editing an existing network interface

» Configuring routing and gateways to route traffic beyond the |P
subnet

e Configuring DNS Client options

» Configuring host addresses, which includes local |P/host
definitions for this device only

If you are connected to a LAN that uses DHCP, these networking tasks
are automatically provided by the DHCP server.

v Creating a Network Interface
To create a network interface:

1. From the LX Management Console, under System, click Network
Configuration.

" (Rt Network Configuration

Config
=2 2115
= 2 DNS ]
‘ . s
Network Interfaces Routing and Gateways DNS Client Host Addresses

Figure 51. Network Configuration Screen

2. At the Network Configuration screen, click Network | nterfaces.
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WebEngine

U ndex F)ﬂE‘fWOFk N t k I t f

Module @ engines e wor n er aces
Index

Interfaces Active Now

Name [Type IP Address [Netmask [Status
leth [Ethernet [1040902 [255.000 Up

et [Ethermet [192.168.302 [255.255.255.0 Up

lo [Loopback 127001 [255000 Up

Add a new interface

Interfaces Activated at Boot Time

Name  Type IP Address [Netmask Activate at boot?
sthd [Ethernet [1040902 [255.000 Yes
B [Ethernet [192.168.302 [255.255 2550 lYes
lo |Loophack [127001 [255.0.0.0 Yes

Add a new interface

Figure 52. Network Interfaces Screen

The Network Interfaces screen lists all the interfaces that are
currently active (non-persistent) and the interfaces that are permanent
(persistent) at boot time.

The names eth0 and ethl are the names of the two physical Ethernet
interfaces on the LX appliance. The interface lo is the loopback
interface; do not delete it.

Do not create virtual hosts through this module; use the Virtual Host
Builder procedure described in Chapter 8, Virtual Hosts.
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3. Click Add anew interface.

| Create Active Interface - Microsoft Internet E;

File EdE View Favortes Tooks Help

Goack - & - @[3 | Qoearch [EFavertes (BHistory | 55 Sh = -

Address [@] hitp://10.40.90.34:3160/net/ecit_afe. coinew=1

WWebEngine LX QI network

bl enames Create Active Interface

Active Interface Parameters

Name IP Address

Netmask © Automatic Broadcast & Automatic ©
MTU & Default Status & Up © Do
Hardware address & Default ©

Create

« Return to network interfaces

X

sl e

&] neiadmin@wci; WebEngine L¥ 1.0.1 & (kernel 2.2, 12-20smp) [ [ [ mternet
Rstare||| 1) @ 3 [ acminengine - Micros... | (39 L¥user_o0 | &create Active mterfs... | [EBadobe Framemaker | (ElftpuiinetworkEnghes... | 12:52 M
RS K

[E] Adobe Acrobat | Eadobe tustrator | [Elinbox - Microsoft Out...| @& Fulshot 6.0 Enterprise | G AP

Figure 53. Create Active Interface Screen

4. Enter values to configure an interface in the Create Active Interface
screen.

Name Specifies the name of the port

Netmask Specifies the subnet mask of the port in dotted
decimal notation

Maximum Transmission Specifies the largest size packet, in octets (eight-bit

Unit (MTU) bytes), that can be transmitted

Hardware Address Specifies the MAC address of the port

IP Address Specifies the IP address of the port in dotted decimal
notation

Broadcast Specifies whether the port sends broadcast
messages

Status Specifies whether the port is up or down
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v Editing a Network Interfaces
To edit a network interface:

1. From the LX Management Console, under System, click Network
Configuration.

2. Atthe Network Interfaces screen, click the interface name that you
want to edit. Depending on the interface selected, the Edit Active
Interface screen or the Edit Bootup Interface screen appears.

3. Edit the parameters; then, click Save.

System Time

You can set the system clock, managed by the kernel, and the hardware
clock—therealtime clock (RTC) internal to the chip set. The RTC for the
LX applianceis set to Universal Time Code (UTC) by default.

v Setting System and Hardware Time
To set the system and hardware time:

1. From the LX Management Console, under System, click System
Time.

L)(Engme Index Ogﬁém%;k System Time

Module Confi

|System Time
[Day Date [Menth Year [Hour
[Thursday (G [March =1 [2000 =] = [P [EE

Apply | Sync harchware time with systerm time |

|Hardware Time

[Day [Date [Month TWear [Hour
[Thursday (G [March = [0 =] [Fel 3=l [
Save Sync system time with hardware time |

[Time Server

|H05UAddresg Swync system time | Sync hardware time

Figure 54. System Time Screen
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2. Click Sync hardwaretime with system time to synchronize the
hardware clock to the current system time.

3. Click Sync system time with hardwar e time to synchronize the
system time with the hardware clock time.

v Adding a Time Server
To add atime server and synchronize it with system or hardware time:

1. From the LX Management Console, under System, click System
Time.

2. At the System Time screen, enter the | P address of the time server.

3. Click Sync system timeif you want to synchronize the time server
with the system time.

4. Click Sync hardwaretimeif you want to synchronize the time
server with the hardware time.
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@) networkengines

Logs and Reports

This chapter describes how LX appliance administrators and site
administrators can monitor LX appliances. It includes information on:

* Monitoring disk usage

» Configuring and displaying logs for web, FTP, and LX appliance
activity

» Displaying detailed graphical reports generated from log output

» Displaying information on system usage and activity
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Monitoring Disk Usage

You can obtain areal-time summary of the total disk space used by
system files, virtual hosts, and site users, the amount of remaining free
disk space, and the total size of the disk.

To monitor disk usage:

1. From the LX Management Console, under L ogs and Reports, click
Disk Usage.

(nostwer WebEngine LX &

Version 1.0 on localhost (kernel 2.2.12-20smp)

Misc. Logs & Reports Servers System Users Help

£y

Disk Usage Reports System Information

M (Doeeme Disk Usage

Where ’m KiloBytes
E System ’738 1172368
WFe | o =
ﬁ‘HWP ‘ o ‘ 554
W et I
Wi | o
E‘ht[pd ‘ ] ‘ §900
E sarmba ’—D 4
ﬁ WCl o 73z
E Wl 0 616
ﬁ wei3 ] 616
r weid ] 616
i WCI_new o 648
E Free 362 11071252
f Total W 12254972

One block = 30637 kb
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2. Click the trashcan in the upper left-hand corner of the table to display
more information about users' trashcans. The space used by a user's
trashcan isincluded in the user's overall disk usage.

WebEngine LX Index ngﬁ;‘;‘;’%;k Disk Usage

‘I Where Blocks KiloBytes Trashcan Last Accessed
[lsystem [ #7[ 1158836 1192 Mon Jul 10 07:52:05 2000
’i Jeanine o 616 wx Not Applicable

W bobo o 620 w [Not Applicable

B fted o 16 w [Not Applicable

W oo o e26 w [Not Applicable

’i hong o 620 wx Not Applicable

W Fitpcl o] esmo w [Not Applicable

E jeanine o 1256 26 Mon Jul 10 07:52:05 2000
’i qiao o 628 wx Not Applicable

E red o 628 wx Not Applicable

’i samba o 4 wx Not Applicable

O 18| 572300 571664 Mon Jul 10 07:52:05 2000
’i wei2 o 620 wx Not Applicable

E wellowr o 628 wx Not Applicable

CFree 34510510672

’i Total 40012254372

One block = 30637 kb

Logs

Logs are raw usage data files created by various processes. An LX
appliance keeps several specia logs in the /var/NEI/ directory. Logs are
created for virtual hosts in the /var/NEIl/<user>/ directory and for root,
Apache, and ProFTPD serversin the /var/NEIl/root directory.

Log typesinclude:
* FTP- Listsal FTP activity
e HTTPaccess- Lists all web activity (Apache)
 HTTPerror - Lists al web error codes
»  WebEngine LX access - Listsinformation about LX Management
Console site usage

v Log Rotation

When alog is rotated, the system compresses the current log and
renames it; then, it opens a new log. It also removes expired, archived
logs.This process alows you to keep a current history of your logs at
regular intervals. By default, the system keeps seven archived logs.
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The logrotate.NEI program, located in the /etc/cron.weekly directory,
rotates logs. This means that the logs are rotated weekly—every Sunday
morning. You can move thisfile to another directory, for example, /etc/
cron.monthly for monthly log rotation.

You can modify the number of archived logs by editing logrotate.NEI
and adding a second line to /usr/local/NEI/sbin/logrotate -a:

-0=n option

where n isthe number of archived logs you want to keep.

A log for access to the LX Management Consoleis stored in the /var/
NEI/.LX directory. Thisis rotated by the /etc/logrotate.d/LX program. By

default, it is rotated weekly and the system keeps four archived logs. For
more information, see the man page for logrotate(8).

At the time of rotation, reports are generated. Reports are processed logs
containing historical datain agraphical format. Refer to Reports on page
115 for more information.

v Displaying Logs
You can display web server logs generated from FTP and web activity.
To display alog:

1. From the LX Management Console, under Logs & Reports, click
Logs.

WebEngine network
LX ndex @ engines Logs

HTTP Access HTTP Errors WebEngine LX
Access

Figure 55. Logs Screen
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2. Click FTP todisplay FTP server logs that are displayed in
“wu-ftpd style” transfer log format.

@i FTP Log

Thu Mar 9 14:04:55 2000 O localhost 27 /howe/frpd/welcome.msy & _ o & rootBehlorate.networke:
Thu Mar 9 14:07:31 2000 0 localhost 27 /home/ftpd/welcome.wsy a _ o0 & rootfchlorate.netvorke:

Thu Mar 9 14:10:55 2000 O jerrad.netvorkengines.com 26 /howe/ftpd/foo/README b _ o a jerradi:

3. Click WebEngine L X Accessto display the access log, using the
Common Log format.

= (e *WE LX Access

+40000] "GET /images/letters/116.gif HTTP/1.1™ 200 207
+0000] "GET /images/letters/97.gif HTTR/1.1" 200 280

neiacwin [10/May/2000:
neiadwin [10/May/2000:

10.40.90.1 - - [10/May/2000:08:49:05 +0000] "GET / HTTP/1.1" 401 122
10.40.80.1 - - [10/May/2000:08:49:11 +0000] "GET / HTTP/1.1" 401 122
10.40.90.1 - neiadmin [10/May/2000:08:49:15 +0000] "GET / HTTR/1.1" 302 3483
10.40.80.1 - neiadmin [10/May/2000: H +0000] "GET /euick/ HTTP/1.1" 200 34933
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /time/time.js HTTP/1.1" 200 756
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /ouick/iwages/NEI.gif HTTR/1.1" 200 1496
10.40.50.1 - neiacwin [10/May/2000: +40000] "POST /euick/processgsdata.cgi HTTPA1.1" 302 0
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /ouick/reboot.cgi HTTR/1.1" 200 1820
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /style.sss HTTR/1.1" 200 91
10.40.50.1 - neiacwin [10/May/2000: +40000] "GET /images/NEL.jpg HTTP/1.1" 200 10991
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /images/letters/S1.gif HTTR/1.1" 200 373
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /images/letters/117.gif HITP/1.1" 200 240
10.40.50.1 - neiacwin [10/May/2000: +40000] "GET /images/letters/105.gif HTTP/1.1™ 200 111
10.40.90.1 - neiadwin [10/May/2000: +0000] "GET /images/letters/99.gif HTTP/1.1" 200 264
10.40.50.1 - neiacwin [10/May/2000: +40000] "GET /images/letters/107.gif HTTP/1.1™ 200 264
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /images/letters/83.gif HTTR/1.1" 200 330
10.40.90.1 - neiadmin [10/May/2000: +0000] "GET /images/letters/3Z.gif HTTP/1.1" 200 108
.1
.1

HTTP accesslogs and HTTP error logs aso use the Common Log format.

v Common Log Format

The Common Log Format contains a separate line for each request. A
lineis composed of severa tokens, separated by spaces.

host ident authuser date request status bytes
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If atoken does not have avalue, then it is represented by a hyphen (-).
The tokens are described below:

host—The fully qualified domain name of the client or its IP number, if the
name is not available.

ident—If IdentityCheck is enabled and the client machine runs ident, this is
the identity information reported by the client.

authuser—If the request was for a password-protected document, this is the

userid used in the request.
date—The date and time for the request in the following format:

date = [ day/month/year:hour:minute:second zone ]
day = 2-digit
month = 3-letter
year = 4-digit
hour = 2-digit
minute = 2-digit
second = 2-digit
zone= ( ‘+'| ') 4-digit

request—The request line from the client, enclosed in double quotation marks

status—The three-digit status code returned to the client.

bytes—The number of bytes in the object, not including any headers,
returned to the client.

v The since Command

With the Linux since command, you can monitor log files. The since
command displays the contents of the log since the last viewing
(<filename>.since). The since command displays only the data that has
been added since the last time the command was used. If you have not
used the since command, the entire file is displayed. For more
information, see the man page for since(1).

v Security Warning

Do not give users write-access to the directory where logs are stored. If a
user can write to the directory where Apache writes alog file, that user
can have Apache act as the UID that the server islogging as, on the
user’s behalf. Then, the user could have Apache replace the log file with
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alink to acritical file, thus causing Apache to overwrite afile that the
user could not normally access.

For example, the root server that runs as nobody logs into the /var/NEI/
root directory. This directory is mode 755 and owned by root:root by
default. If the mode were 775 and owned by root:group, then auser inthe
group could replace alog file with alink to /etc/passwd, which would
cause Apache to overwrite the login file, thus preventing logins.

The directories created by Virtual Host are owned by the user. Apache
writes to them as that user. Therefore, the environment is secure unless
you log to those directories as a more privileged user.

For online information:

FTP Logs:
LX Management Console: Servers->ProFTPD Server->Help
Sections: LogFormat and ExtendLog

Web Logs:
http://apache.org/docs/mod/mod_log_config.html
Section: logformat

http://apache.org/docs/mod/mod_log_config.html
Sections: customlog and Apache Webserver

Reports

Reports are graphical presentations of statistical analysis on logs that
include historical data

You can display reports that show the historical datain easy-to-read
graphs and charts. Reports are generated when the logs are rotated
(Sundays, by default), If you change the log rotation frequency, the
reports reflect the change. You can display these reports:

- FTP

e HTTP

*  WebEngine LX
For anew installation, the LX Management Console displays a sample
report for the first week until areal report is generated.
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v Displaying FTP Reports
To display an FTP report:

1. From the LX Management Console, under Reports, click FTP.

!x eports - Microsoft Internet Explorer o (= 53
Fie Edt Vien Faveres Tods Help |
EBack v = v ”Hmdvess [& nip:4710.40.90.35 1680 repors/ | @e Hurvks E
WebEngine LX Index network Re orts

n engines p
Y
ETR HTTE WehEngine LX
Return to index
-
@] neiadmin@lyonelroadster; WebEngine LX 1.0.1 & (kernel 2., 12-20smp) [ [ [ mtemer 7

Figure 56. Reports Screen

2. Atthe FTP Report screen, click the user for which you want areport.
A report is displayed in the format of the WebEngine L X report
shown in Figure 57 and Figure 58.

v Displaying HTTP Reports
To display an HTTP report:

1. From the LX Management Console, under Reports, click HTTP.

2. Atthe HTTP Report screen, click the user for which you want a
report. A report is displayed in the format of the WebEngine LX
report shown in Figure 57 and Figure 58.

v Displaying WebEngine LX Reports

To display aWebEngine LX report, from the LX Management Console,
under Reports, click WebEngine L X. A report is displayed as shown in
Figure 57 and Figure 58.

The top graph displays a monthly usage summary for the selected server.
Thelower chart displays asummary of daily averages and monthly totals
and the accumulated statistics for the year.

When you click on a month in the monthly usage summary, the report
displays an expanded summary of hourly, daily, monthly statistics and
hits by response codes.
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2 (Domeme WE LX Report

SAMPLE Usage statistics

Summary Period: Last 12 Months
Generated 01-April 2000 21:05 UTC

Usage sunnary for chlorate

Hits

24385

17757
|
162

Pages / Files

[ Summary by Month |
— [ Daily Avg [ Monthly Totals
[Pages]| visits |Sites | [IRESN [ Fites | [ Hits 1|
vlar 2000 6 964 173 o 18] 2ams| 1e2] 3128 17| a7rsr
gy NG 73 1 3 380 [3 17| w04 3%
Jan 2000 £ 2 3 1 1 19 1 3 2 4
[Totals [ 24765] 169 3248 17667 18097
Generated by Webalizer Version 2.00 Daily Statistics] [Hourly Statistics] [URLs] [Entry] [Exit] [Sites] [Users
‘ Monthly Statistics for March 2000
Total Hits 17757
Total Files 17361
Total Pages 3128
Total Visits 162
Total KBytes 24385
Total Unique Sites 18
Total Unique URLs 354
Total Unigue Usemarnes 1
Avg Max
Hits per Hour 41 171
Hits per Day 966 4866
Files per Day 964 4752
Pages per Day 173 734
Wisits per Day 9 5]
KBytes per Day 1355 6231
Hits by Response Code
Code 200 - OK 17361
Code 302 - Found 109
Code 400 - Bad Request 86
Code 401 - Unauthorized 158
Code 404 - Mot Found 26
Code 500 - Internal Server Error 17

Figure 57. WE LX Report
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You can also obtain expanded charts of the monthly statistics by
selecting the links at the top of the Monthly Statistics page.

 Statistios]Houly Statistics] [URLs] [Entr| [Exi] [Sites] [Users|

[ \ Monthly Statistics for March 2000

Total Hits \ 17751

Total Files \ 17361

Total Pages \ 3128

Total Visits \ 162

Total KBytes \ 24385

Total Unique Sites \ | 18

Tatal Unigue URLs Al | 354

Tatal Unique Useman
| Daily Statistics for March 2000

Hits per Hour

vierercey | [Day | NS TPages | visis [sites NS

Files per Day

Fages por Day 13 2| oot 1| oo1w| 1| oo3s| 1| os2s| 1| 558% 0| ooos

Visits per Day 14 3| ooz 2| ootw| 2| oosw| 1| oszs| 1| ss5%| 19| 0.0s%

KBytes per Day

= 15 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos

Code 200- OK 16 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos

“ode 302 - Found 17 0| ooow 0| ooow| 0| ooos| o ooos| 0 ooow 0| ooow

Code 400 - Bad Requ

Code 401 - Unauthori| | 18 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos

Code 404 - Not Found |7 g 0| noo% 0| ooow| 0| ooow| O ooow| O o.00% 0| noo%

Code 500 - Internal 5

|| 20 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos
1 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos
22 0| ooos 0| ooow| 0| ooow| Q) ooow| 0 o00% 0| ooos

23 | 4866 | 27.40% | 4752 | 27374 734 22474 33| 2037% 10| 55.56% | 6231 | 25.55%

24 | 2006 11.20% | 1934 | 11.14% | 547 | 17.40% | 209/ 17.00% 44.44% | 3894 | 15.97%

25 1211 6a32% | 1172 o675%) 270 s563% 18 11.11% 33.33% [ 1918 | 7.87%

26 | 1121 531%| 1115 odzw| 77| z46%| 2| 1z3% 556% | 1218 4.00%

27 0| ooows 0| ooow| Q0| ooow| Q) o00% 0.00% 0| ooows

28 | 2663 15.00% | 2626 | 15.13% | 459 | 14.67% | 26| 16.05% 50.00% | 3812 | 15.63%

29 | 3601 z0.28% | 3545 | 2042% | 621 19.85% | 26| 16.05% 35.80% | 4331 | 17.76%

- R - — R - -]

30 | 2284 | 1z86%| 2214 | 12.75% | 417 | 12.33% | 25| 15.43% 50.00% | 2062 | 12.15%

Figure 58. Expanded Monthly Statistics Reports
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Displaying System Information

To display current information for the CPU, system memory resources,
network statistics, system uptime, and current users:

1

From the LX Management Console, under Logs & Reports, click
System Information. The System Info screen appears, as shown in
Figure 59.

Click one of the time period options (30, 60, or 90 seconds) under
Refresh Rate to obtain new statistics. Do not leave this screen open
after you have finished viewing.

Click to expand window.

AN

WebEngine X

lngex "}networks t I f 14.56.17 UTC
r\[j‘lo?tiﬁleCmﬁg rleng;nes ys em n o RQefresh Rate

2000.05.10

00 30 90

SN—r

Mem: | 263752400 | 42885120 | 220897280 | 28020735 3436544 21794816

Suap: | 271392768 | o 271392768

Rx| 10|  7ze17| 1912 | of o o o

B echo| 4835ss3|  4zaEs | o ol o D| o 0
-| echi | o o o D’—D| o o 0
e 10| 728117 191z | o o o of of D
= eth0| 1201189 2625 o o o o o 0
[0 || echi| 237636 5858/ o ol o o o 0

!

‘Z:SSpm up 5:17, 1 user, loasd average: 0.00, 0.01, 0.00

root coyl L1:36pm 1:16m 0.10s 0.033 -/bin/bash
| | 2l | | | |

Figure 59. System Info Screen
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Help

This chapter describes how to get help when using the LX Management
Console.
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Getting Help in the LX Management Console

There are various ways to get help when using the LX Management
Console. Help provides a global search index and online man pages. In
addition, some screens contain online help files, selectable from the Help
link in the upper left corner of the screen.

v Obtaining the Software Version
To obtain the software version of the LX appliance, from the LX
Management Console, under Help, click About.

The version number of the LX appliance software and the software build
date appearsin the title of the window. The window lists copyright
information for software (Figure 60).

iWebEngine LX v1.0.1 2000.06.20

Copyright, 1999, 2000, Network Engines Inc. Canton Massachusetts, ALl fj

Rights Reserwved

Digest-MD5: Copyright 1995-1999 Gisle Ahas. Copyright 1995 Grahsm Barr.
Copyright 1997 Uwe Hollerbhach. Copyright 1995-1996 Neil Winton.
Copyright 1990-1992 R34 Data Security, Inc.

GD: Portions copyright 1994, 1995, 15995, 1997, 1995, 1999, 2000 by Cold
Spring Harbhor Laboratory. Funded under Grant P41-RROZ185 by the
MNational Institutes of Health. ‘:J

« Return to index %

Figure 60. WebEngine LX About Screen
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v Searching the Help Files
To search for aword or a phrase:

T 2

1. From the LX Management Console, under Help, click Help.

2. Browse the result screen (Figure 61) as you would a standard Web

page.

|Global LXEngine help search

Search help for  [new user
Modules to search

O Selected modules

Fiesat

LXEngine help pages matching nev user

Help page [Module Match on
‘Users and Groups H;ﬁ};gesrer below the table to create a new user.
Linux User When creating a new user, \VWebmin will fill this
Wanager field with a UID that is
Linux User When creat 73 User ID - Microsoft Internet Explorer [_ O[]
hanager the home di -
Copy files to ho Linux User When a ney User ID
directory? hanager set, standan
\ The user ID or UID is what the system really

uses to enforce permissions on files and
processes. If two users have the same UID,
they will be able to access each others files -
S0 every user should have a unique UID
When creating a new user, Webmin will fill this
field with a UID that is notin use by any other
user,

The reot User always has a UID of 0. If you
create another user with UID 0, that user will
have the same powers as root

If you are editing an existing user and change
the UID, the Change user 1D on files? option
determines which files (if any) have their
ownership changed

Figure 61. Search Index
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v man Pages

You can search through the set of Linux online manual (man) pages. If
you search for an exact command, the system displays its man page. If
you search for akeyword that describes afunction, the system displaysa
list of al related commands.

Searching man Pages
To search man pages:

1. From the LX Management Console, under Help, click Manual
Pages.

2. Fill inthe Apropos field for akey word search. Thisisthe same as
entering the following at the command line:

man -k <keyword>

You can asofill in the path name where you want the search to occur.
Do not use wildcard symbols. The syntax for path isdir:dir:dir. Then,
click Search

or:

Fill in the Manual field with the command for which you want more
information. The system searches through the sections in ascending
order. If you want an entry that is past the first entry encountered, for
example, in Section 2, highlight Section 2. Then, click Search.

e (Rt Manual Pages

Module Config

\System manual pages search

Apropos Section |==ction 4

Manual |since

Path [ ]

Figure 62. Linux man Pages
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Commands Not Listed in man Pages

Several Linux commands do not appear in this set of onlinefiles, but are
helpful in administering the LX appliance. You can access them from the
command line:

» metash - Controls the environment of the login shell. Refer to
Chapter 12, Logs and Reports for more information.

» since- Displaysthe contents of alog file sincethelast viewing. Refer
to The since Command on page 114 for more information.

» day - Killsal processes owned by a user.

» trashcan - Provides full system-wide trashcan capabilities on a per
user basis. Trashcan replaces the UNIX rm command. Trashcan
retains a copy of the deleted filesin the user’s trashcan, which can
then be restored at alater time. Trashcan automatically removesfiles
that are more than aweek old.

The original rm and man page are located in the /usr/local/NEI directory.
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@) networkengines

Specifications

Appendix A lists these specifications for LX appliances:

* Hardware and software

e Physica

» Operationa

Table 8 shows the hardware and software specifications for Viper LX.

Table 8. Specifications for Viper LX

Component Description

Processor One or two Intel Pentium IlI

Processor Internal Clock | 400 through 1000 MHz

Memory ¢ 4 DIMM sockets
¢ 64 -512MB DIMM; up to 2048 MB total on-
board
Disk IDE or SCSI
IDE Bus Primary and secondary IDE; both connectors

present on board, internal only.

PCI Bus e 2 PCI connectors
¢ 1 Mezzanine connector
e 32 bit/ 33MHz

Ethernet 2 10/100 Mbps RJ45
usB Dual USB connectors
Serial Ports 2 serial ports; COM1, COM2
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Table 8. Specifications for Viper LX (continued)

Component Description

SCSI PCI board option only

CM Bus Standard NEI Cluster Management Bus
(CMBus)

SMBus Standard System Maintenance Bus (SMBus)

Power Supply 100-240VAC, 50-60 Hz
IEC 320 connector, switched from rear panel

Case 1U, 19" RETMA rack mountable, internally
cooled by air flow

Operating System Linux 2.2

PC Compliance Microsoft HCT; HCT cases as appropriate for
system configuration

Table 9 shows the physical specifications for Viper LX. Depending on
your environment, these temperature and humidity calculations may

vary.

Table 9. Physical Specifications for Viper LX

Lower Upper
Specification Limit Limit Unit
Operating Temperature 5 35 Degrees Celsius
Non-Operating -20 80 Degrees Celsius
Temperature
Rate-of-change of 5 Degrees Celsius per
temperature, operating minute
Operating humidity, 10 90 %
non-condensing
Non-operating humidity, 5 95 %
Non-condensing
Operating shock 5 G half sine, 2 mS
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Table 9. Physical Specifications for Viper LX (continued)

Non-operating shock 50 G half sine, 2 mS
Operating vibration 1 G, 5-500 Hz
Non-operating vibration 2 G, 5-500 Hz
Operating altitude e 10000 | « Feet ASL

e 3,000 | « Meters ASL
Non-operating altitude e 40000 | « Feet ASL

e 12000 | » Meters ASL
AC line voltage 100 240 Volts AC, 50-60 Hz
Power « 150 *  Watts maximum

¢ 90 « Watts typical
Line current « 114 ¢« Amps, 120V line
Actual line current « 1.40 ¢ Amps, 100V line
depends on actual line e 0.57 « Amps, 240V line

voltage, applications

software, and product 070 * Amps, 200V line

configuration

Heat 515 ¢ BTU/hr maximum
310 e BTU/hr typical

Acoustic noise 60 DBA

Measured in a free field

over a hard floor, 1 meter

from equipment face and

1 meter above floor

Weight 25 Lb

Table 10 shows the AC current, real power, heat |oad, and number of
branch circuits required for different numbers of Viper LX appliances.
Actua numbers may vary depending on options and operating
conditions, but these numbers represent fully-loaded systems running
test software.

Therationae for the numbersisthat atypica server draws
approximately 1.14 amperes from anominal 120 Volt, 60 Hz line. A
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branch circuit with a 20-ampere breaker can be loaded with 15 amperes
rated load. No limit is assumed on the amount of current that can be
supplied to a single rack of servers; multiple independently protected
branch circuits may be used when the capacity of asingle branch circuit
is not enough.

For units powered from 240 volt AC mains, current will be haf of the
120-volt value shown.

Table 10. Operational Specifications for Viper LX

AC Current Power Heat
Units (Amperes) (Watts) (BTU/hr) # 20A Circuits
5 5.70 450 1413 1
10 11.40 900 2826 1
15 17.10 1350 4239 2
20 22.80 1800 5652 2
25 28.50 2250 7065 2
30 34.20 2700 8478 3
35 39.90 3150 9891 3
40 45.60 3600 11304 4
42 47.88 3780 11869 4

Table 11 shows the hardware and software specifications for Roadster
LX.

Table 11. Specifications for Roadster LX

Component Description

Processor Intel Celeron

Processor Internal Clock 533 MHz depending on model

Memory ¢ 2 DIMM sockets
¢ 64 -256MB DIMM; up to 512 MB total onboard
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Table 11. Specifications for Roadster LX (continued)

IDE Bus * Primary and secondary IDE

« Both connectors present onboard, internal only.
PCI Bus * 1 PCI connector

¢ 1 Mezzanine connector

e 32 bit/ 33MHz
Ethernet 2 10/100 Mbps RJ45
uUsB Dual Universal Serial Bus (USB) connectors
Serial Ports 2 serial ports; COM1, COM2
SCsI ¢ Ultra-2 SCSI

¢ Internal connector plus external connector

« External connector, ultra-high-density 68-pin.
CMBus Standard NEI CMBus
SMBus Standard SMBus
Power Supply ¢ 90 - 250 VAC, 50-60 Hz

¢ |EC 320 connector, switched from rear panel
Case 1U, 19" RETMA rack mountable, internally cooled

by air flow

Operating System

Linux 2.2

Voltage Monitoring

All power voltages +5, +3.3, +12, -12, VCCVID

Temperature Monitoring

Case internal temperature maximum ambient plus
10 degrees C, CPU maximum ambient plus 35
degrees C
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Table 12 shows the physical specifications for Roadster LX. Depending
on your environment, these temperature and humidity calculations may
vary.

Table 12. Physical Specifications for Roadster LX

Lower Upper

Specification Limit Limit Unit
Operating Temperature 5 35 Degrees Celsius
Non-Operating -20 80 Degrees Celsius
Temperature
Rate-of-change of 5 Degrees Celsius per
Temperature, operating minute
Operating Humidity, 10 90 %
non-condensing
Non-operating Humidity, 5 95 %
Non-condensing
Operating Shock 5 G half sine, 2 mS
Non-operating Shock 50 G half sine, 2 mS
Operating Vibration 1 G, 5-500 Hz
Non-operating Vibration 2 G, 5-500 Hz
Operating Altitude 10,000 Feet ASL

3,000 Meters ASL
Non-operating Altitude 40,000 Feet ASL

12,000 Meters ASL
AC Line Voltage 100 240 Volts AC, 50-60 Hz
Power 120 Watts maximum

45 Watts typical
Line Current 0.75 Amps, 120V line
Actual line current 0.91 Amps, 100V line
depends on line voltage, 0.38 Amps, 240V line
configuration, and activity 0.45 Amps, 200V line

132 Viper LX and Roadster LX User Guide



Specifications “

Table 12. Physical Specifications for Roadster LX (continued)

Heat 588 BTU/hr Maximum
BTU/hr typical

Acoustic Noise 50 DBA

Measured 1 meter from

front panel, 1 meter above

hard floor, otherwise a

free field

Weight 20 Ib

Table 13 shows the AC current, real power, heat load, and number of
branch circuits required for different numbers of Roadster L X

appliances.

Table 13. Operational Specifications for Roadster LX

AC Current Power Heat
Units (Amperes) (Watts) (BTU/hr) # 20A Circuits
5 2.05 225 707 1
10 4.10 450 1413 1
15 6.15 675 2120 1
20 8.20 900 2826 1
25 10.25 1125 3533 1
30 12.30 1350 4239 1
35 14.35 1575 4946 1
40 16.40 1800 5652 2
42 17.22 1890 5935 2
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Troubleshooting

This appendix provides troubleshooting tips.

If You Need Additional Help
For Technical Support, please call (781) 332-1900. You can also contact
us by using the following e-mail and Internet addresses:

e-mail Support:  support@networkengines.com
Information:  Info@networkengines.com

Web Information:  http://www.networkengines.com
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Situation

What to Do

CD-ROM light is flashing.

You may have selected On at the menu
on the front panel too quickly after
switching the power on.

Select the Power Off menu item or turn
off the switch on the rear panel. Then,
be sure to wait 5 to 7 seconds after
turning on the power switch and before
selecting On from the menu.

The LX appliance does not detect the
mouse connection.

Check for these conditions:

* The BIOS tries to detect the mouse
immediately; therefore, you must
connect the mouse to the Console
Cable Adapter before you power up
the first appliance. If the mouse is
not detected, it will not be available
to the operating system.

« Each appliance’s BIOS attempts to
detect a mouse when it performs its
Power-on Self Test (POST).
Because a single mouse is used for
all the appliances in a cluster, it is
important that each appliance is
selected during the POST.
Therefore, you must boot one
appliance at a time.

« If the BIOS discovers the external
devices such as mouse keyboard,
before you select Focus from the
menu on the front panel, the mouse
may not function with that unit.
Some operating systems may not
load a driver because the device has
not been discovered. In this case,
you need to reboot the appliance.

The cluster of LX appliances
experiences video display problems.

Install a CMBus cable and CMBus
adapter with a VGA terminator in the
open “out” CMBus port on the last
appliance in the cluster.
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Situation

What to Do

If one or several appliances in the
cluster is not responding or does not
appear in AdminEngine.

¢ Check the CMBus cabling. Be sure
that all systems are connected in the
crossover fashion and that all
connections are tight.

¢ Check the cluster termination. If you
experience video problems, it may
indicate CMBus termination
problems. Attach a CMBus cable,
Adapter and VGA terminator at the
“out” port on the last system of your
cluster.

The LX Management Console does
not time out after extended periods.

When you are logged into LX
Management Console and you leave it
open for an extended period of time,
the system does not time out. This is a
potential security issue. When you are
finished using the LX Management
Console, be sure to close the browser
window, which automatically logs you
out.

There are security risks, reliability
issues, and lack of support in older
browsers involved with the manner of
name-based virtual sites in Apache
used by the Virtual Host Builder.

After creating a name-based host in the
Servers->Virtual Host screen:

1. Edit the server configuration through
the Apache Webserver.

2. Change the server address to an
address given by a
NameVirtualHost directive.

3. Select Global Networking
Addresses->Addresses for name
virtual servers.

Avoid using the same address as the

root server for this directive; otherwise

you must create a virtual host for the
root server.
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Situation

What to Do

A user forgets a password or you
want to force users to change current
passwords.

You cannot decrypt a password,;
however, as root you can change a
password and inform the individuals of
the new password. This can be done
from LX appliance users, or from the
command line:

$ su

$ password:
<r oot _passwor d>

$ changepass <user>
<new_passwor d>

This changes the user’s login for LX
Management Console only, not for
Linux.

MIME types cannot be removed.

There is no Delete button in the Apache
MIME module. You can manually edit
the MIME type file to delete it, or create
a new MIME type with the correct
spelling.
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Situation

What to Do

If this error message appears:
Failed to restart mniserv

Make sure that you did not delete the
loopback (lo) interface in the System->
Network Interfaces screen.

At the Linux prompt during bootup, if
L <nn> appears, it indicates one of 16
disk-error codes.

Disk error codes can indicate
problems such as an open floppy
door, a drive timeout, a controller
error, a media problem, a BIOS error,
or transient read problem, which can
be overcome by rebooting.

Refer to the Linux documentation.

At the Linux prompt during bootup, if

any of these prompts appear:

¢ LI - Indicates that the second-
stage boot loaded, but could not
run.

¢ LIL - indicates that the descriptor
table could not be read

¢ LIL?- indicates that the second-
stage boot loader loaded at an
incorrect address

¢ LIL- - indicates that LILO found a
corrupt descriptor table.

If the LILO prompt appears during
bootup, LILO ran successfully.

Contact Technical Support.
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Servers

The LX Management Console letsyou configure and control these server
programs installed on your system:

» Apache Webserver

» ProFTPD

» Berkeley Internet Name Domain (BIND) 8 DNS
+ DHCP

*  Sendmail

e Magjordomo

Most of these applications are robust programs that have been
documented in numerous online resources and published books. Since it
is beyond the scope of this manual to document these programs, this
appendix highlights issues specific to the LX appliance, and includes a
list of online resources for each server.

AnLX applianceis fully configured to enable you to immediately create
virtual hosts, so it is not necessary to reconfigure these modules unless you
want to customize your system.

Apache Webserver

Apache V1.3isHTTP 1.1-compliant, which allows you to configure
name-based virtual hosts and | P-based hosts. The advantage of using
name-based virtual hostsisthat asingle IP address can now manage an
entire set of web sites on a single server. The new Apache
NameVirtualHost directive specifies an | P address that should be used as
atarget for name-based virtual hosts.
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v Configuration of Virtual Hosts

Apache Webserver is preconfigured on LX appliances so you can begin
to create virtual web sitesimmediately. When you create virtual hosts at
the Server->Virtual Hosts screen, web, FTP, and e-mail services are
automatically configured for each site. Refer to Chapter 8, Virtual Hosts
for more information.

v Additional Configuration
You can perform additional configuration for Apache Webserver by
selecting Server s->Apache Webserver in the LX Management Console.

v Online Resources
These are online resources for Apache Webserver:

* Apachel.3User’'sGuide
LX Management Console: Servers->Apache Webserver->Help
(top left side of screen)

* Apache Online documents
http://www.apache.org/docs/

*  WebDAV Resource Site
http://www.webdav.org

v Tasks You Can Perform Using the LX Management
Console
To perform tasks using the Apache Webserver screen:

1. From the LX Management Console, under Servers, click Apache
Webserver.
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|3 Apache Webserver - Microsoft Internet Explorer =]

Fle Edk View Favorkes Took Help
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x|
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Processes and Limits Networking and Addresses Apache Modules Miscellaneous CGlPrograms
L. Dok -DSSI
= Bare -Dphg

Per-Directory Options Files  Re-Configure Known Modules Edit Defined Parameters

Virtual Servers

Type Address Port Server Name Document Root
Default Server Any Any Automatic Jhomeshitpd/html

Wirtual Server 1040.90.123 80 104090123 homeired/HTTPhtm|
Virtual Server 1040.90255 80 10.40.90 255 IhomedyellowHTTP/Mhtml
Virtual Server 1040.90.35 80 10409035 MhomedwciHTTPhtm|
Wirtual Server 10409035 80 10409035 Jhomeigold/HTTP/html
Virtual Server Any 80 Autornatic Jhome

Virtual Server 10.40.90.30 80 dog,com Jhome

Wirtual Server hong.com 80 hong.com fhomedgiaofHTTPMtml
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ort  Defaut © Any [
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-

« Return to index

s (o Apache Webserver “niuE |

&] neiadmin@hongjingroadster; WebEngine L2 1.0.1 & (kernel 2.2, 12-20smp), [ [ [ totemet

Figure 63. Apache Webserver Screen

2. From the Apache Webserver screen, you can:

»  Specify minimum and maximum server values, such asthe
maximum number of requests per server process

»  Supply information for the addresses A pache Webserver is using
» Activate or deactivate Apache modules

»  Specify miscellaneous server information such as the location of
the core dump directory

» Specify information regarding CGI programs
* Apply an option file to a specified directory
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» Display the currently installed modules installed on the LX
appliance

» Edit defined parameters
For additional information, refer to the Apache documentation.

ProFTPD Server

ProFTPD isan FTP server used for UNIX variants. FTP service for
virtual hostsis configured on port 21 by default by the Virtual Host
Builder script, described in Chapter 8, Virtual Hosts.

The ProFTPD Server lets you create an isolated FTP server beyond the
set of virtual hosts. The FTP protocol does not support multiple name-
based servers with the same |P and port.

v Online Resources
These are online resources for ProFTPD:

e ProFTPD configuration parameters
LX Management Console: Servers->ProFTPD->Help (top |eft side
of screen)

* Manpage
ftpaccess

» ProFTPD Homepage
http://www.proftpd.org/

* ProFTPD User’'sGuide
http://hamster.wibble.org/proftpd/proftpd_userguide.html

» ProFTPD FAQs
http://proftpd.net/docs/proftpdfag-full.html

v Tasks You Can Perform Using the LX Management
Console
To perform tasks using the Simple ProFTPD screen:

1. From the LX Management Console, under Servers, click ProFTPD
Server.
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Figure 64. Simple ProFTPD Screen

2. From the Simple ProFTPD screen, you can:

o Edit the ProFTPD server
e Add anew virtua server

BIND 8 DNS Server

You can configure an LX appliance as a Domain Name Server (DNS).
DNS tranglates named-based host nhames (networkengines.com) into a
numeric | P address for TCP/IP communications. The Berkeley Internet
Name Domain (BIND) isthe defacto standard program for translating
host names into I P addresses.

The BIND DNS server is used on most name-serving devices on the
Internet, providing a robust and stable architecture on top of which an
organization's naming architecture can be built. The resolver library
included in the BIND distribution provides transl ation between domain
names and Internet addresses.

Only administrators who are thoroughly familiar with DNS concepts and
procedures should configure the LX Management Console DNS server.
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Having a complete understanding of how DNS worksis key to
successfully administering an Internet-connected network.

v Online Resources
These are online resources for BIND 8 DNS Server:

» Bind 8 Online Documentation
LX Management Console: Servers->Bind 8 DNS Server->Help
(top left side of screen)

» DNSResourcesDirectory (DNSRD)
http://www.dns.net/dnsrd/

e Internet Software Consortium
http://www.isc.org/products/BIND/

v Tasks You Can Perform Using the LX Management
Console
To perform tasks using the BIND 8 DNS Server screen:

1. From the LX Management Console, under Servers, click BIND 8
DNS Server.
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Figure 65. BIND 8 DNS Server

From the BIND 8 DNS Server screen, you can:

* Create new zones

» Shareinformation with and accept information from other servers
» Specify details on logging such as the location of the logs
» Modify access control lists for this server

» Listthe optionsfor the files and directories

» Set global forwarding and zone transfer options

» Set address information that the server uses

» Set miscellaneous global parameters

»  Set default settings for zones

» Start and stop the server
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DHCP Server

You can configure an LX appliance as a Dynamic Host Configuration
Protocol (DHCP) server (not the client). DHCP isanetwork protocol that
enables the DHCP server to automatically assign anew |P addressfrom a
pool of available | P addresses to an individual computer on the network,
thus reducing the work necessary to administer a large |P network.

To configure DHCP on an LX appliance, you need to allocate | P address
poolsin each subnet. When aclient requests an address using DHCP, it is
assigned both an |P address and a lease, which expires after a specified
amount of time (default=1 day). Once a lease has expired, the client to
which the lease was assigned is no longer permitted to use the leased |P
address. The DHCP server keeps alist of these assigned |eases across
system reboots and server restarts.

v Online Resources
These are online resources for DHCP:

* man page
dchpd, also viewable from Servers->DHCP Server->Help (top
left side of screen)

« DHCPFAQs
http://www.dhcp_handbook.com/dhcp_fag.html

* Request for Comments 2131, 2132
http://www.cis.ohio-state.edu/htbin/rfc/rfc2131.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2132.html

e Internet Software Consortium
http://www.isc.org/products DHCP/
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v Tasks You Can Perform Using the LX Management

Console

To perform tasks using the DHCP Server screen:

1. From the LX Management Console, under Servers, click DHCP

Fle Edt View Fovoites Tools Help

Server.

2} DHCP Server - Microsoft Internet Explorer

pack = - »“mress &1 hi: /10 4n.00.31:3160/dhcpl/
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Iodule Config
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Add a new subnet Add a new shared netwoark

Hosts and Host Groups
Mo hosts or groups have been defined

Add a new host  Add & new host group

Edit Global Options Edit DHCP options that apply to all subnets, shared networks, hosts and groups
List Active Leases List leases currently issued by this DHCP server for dynamically, assigned IP addresses
Start Server Click this button to start the DHCP server on your system, using the current configuration

« Return to index

N Kl

@] . WebEnging LK 1,0, 1 & (kernel 2,2,12-205mg)

[ Intemet

2.

From the DHCP Server screen, you can:
* Add anew subnet

* Add anew shared network

* Addanew host

» Add anew host group

« Edit global options that apply to all subnets, shared networks,

hosts, or host groups

» Listleases currently issued to start the DHCP server on your

system
» Start and stop the server
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Sendmail Configuration

Sendmail is the standard UNIX program for mail transport and delivery.
Sendmail is not intended as a user interface routine; it actually delivers
the mail across networks. Sendmail does internetwork forwarding as
necessary to deliver the message to the correct place.

Configuring the Sendmail server for virtual sitesisautomatically done by
the Virtual Host Builder script, described in Chapter 8, Virtual Hosts.
Under normal circumstances, you should not have to reconfigure
Sendmail.

v Online Resources
These are the online resources for Sendmail :

* Sendmail man page
man sendmail (at the command line)

* Sendmail Consortium Homepage
http://www.sendmail.org/

e Sendmail FAQs
http://www.sendmail.org/fag/fag.txt

v Tasks You Can Perform Using the LX Management
Console
To perform tasks using the SendMail Configuration screen:

1. From the LX Management Console, under Servers, click Sendmail
Configuration.
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Figure 66. Sendmail Configuration Screen

From the Sendmail Configuration screen, you can:

» Specify the options for mail forwarding
» Create mail aliases
» Specify that accepted mail is processed by address mapping

» Masguerade adomain so that it appears that e-mail from the
system comes from the domain rather than the host name

e Specify trusted users

» Set up address mappingsif you have multiple e-mail domains

* Send mail to another device or host

e Set up address mapping for outgoing mail

e List the domains or hosts for which you want outgoing address
mapping

»  Set domain mapping information
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» Specify Spam control, which allows you to prevent spam from
reaching your users by rejecting mail from certain addresses, and
prevent spammers from using your system to relay mail.

»  Set up the mail you want to accept and pass along without
examination

» Check if mail messages are in the queue
* Manage mail online

Majordomo List Manager

Magjordomo is a community-supported freeware program that automates
the management of Internet mailing lists. Commands are sent to
Majordomo through e-mail to handle all aspects of list maintenance.

Majordomo controls alist of addresses for Sendmail to handle.
Majordomo itself performs no mail delivery, though it has scripts to
format and archive messages.

Oncealist is set up, you can perform almost al operations remotely,
requiring no intervention from the postmaster of the list site. Users can
then subscribe and unsubscribe themselves using e-mail. Mail sent to the
list isrelayed to al recipients. In the case of moderated lists, a message
(post) must first be approved by the list moderator.

Magjordomo supports access control so you can alow queriesto the
server to determine which lists are available by subscription, and obtain
detailed information about the lists. Majordomo features a modular
design, so you can set up only those features you need.
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v Online Resources
These are online resources for Majordomo:

» Majordomo FAQs
LX Management Console: Servers->
Majodomo List Manager-> Help (top left side of screen)

* Majordomo Homepage
http://www.greatcircle.com/majordomo/

» Majordomo Searchable Users Archives
http://www.hpc.uh.edu/majordomo-users/

v Tasks You Can Perform Using the LX Management
Console
To perform tasks using the Majordomo List Manager screen:

1. From the LX Management Console, under Servers, click
Majordomo List Manager.

m:
b
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. @z Majordomo List Manager

You have no mailing lists defined

Add a new mailing list

Edit Majordomo Options Edit global Majordoma options that apply to all mailing lists

Return to index
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Figure 67. Majordomo List Manager

2. From the Majordomo List Manager screen, you can:

* Addanew mail list
» Modify options that apply to the existing mailing lists
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